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Annex G

C4I Interoperability

1.  General.  C4I interoperability and information exchange requirements (IERs) are two key concerns for an RO drafting an ORD with C4I implications.  C4I interoperability is critical inasmuch as a particular C4I system cannot typically function without being part of a network or exchanging information with another system.  Regarding C4I interoperability and the ORD, the goal is to achieve J-6 certification of the ORD.  Appendix 3 to the ORD -- where IERs are found along with other critical information -- takes interoperability in the ORD to the next level of detail, as it will contain the essential IERs between the system being described and existing and known future systems.

a.  No ORD having command and control, communication, computer and intelligence (C4I) interface requirements will be approved without C4I Interoperability Requirements Certification.  C4I Interoperability Requirements Certification is a confirmation that applicable standards and compatibility requirements, interoperability requirements, and integration requirements have been incorporated during the requirements review process.  For any C4I capability, the Director, J-6 (through J-6I), Joint Staff, must certify conformance to Joint C4I policy and doctrine, interoperability, architectural integrity, and Joint potential before approval.  C4I Interoperability Requirements Certification is a prerequisite for ORDs prior to Milestone I approval.  Requirements Certification must occur prior to every milestone decision when a change is made to the ORD that affects interoperability.

b.  A recent change to the Requirements Generation System requires that essential IERs be identified in the ORD for C4I systems.  In addition, it requires that interoperability be a KPP for C4I systems, regardless of ACAT level.

2.  C4I Interoperability Requirements Certification Procedure.  During the normal staffing of a draft ORD, the Operations Branch, Equipment Requirements Division will ensure that the ORD is submitted to the J-6 for certification.

a.  However, the RO will use Table C-A-3, ORD Assessment Criteria, in CJCSI 6212.01B, to ensure that the draft ORD meets all applicable interoperability criteria.  By doing so, the likelihood of the ORD being certified by the J-6 is significantly increased and delays in obtaining ORD approval are avoided.

b.  Note that it is the ORD that is certified as meeting the necessary criteria, not the system which the ORD describes.  Furthermore, it is important to distinguish between J-6 Interoperability Requirements Certification and a similar J-6 Supportability Certification.  The supportability Certification relates to C4I Support Plans; the material developer drafts these.

3.  C4I Interoperability Appendix to the ORD.  This appendix is required for C4I systems and will contain the essential IERs along with other interoperability information.  In addition it will provide more detailed information, as required, than what is contained in the ORD itself for C4I-related paragraphs.  Like the ORD itself, the C4I Interoperability appendix should be tailored according to the proposed system’s complexity, maturity, and interoperability requirements.

a.  While there is no set format for this appendix, contain, at a minimum, the following:

(1) High-level Operational Concept Graphic (OV-1).  This diagram shows the broad, high-level operational concept behind the system be described in the ORD and can serve a useful purpose in orienting and focusing detailed discussions about the system and where it fits in operational and system architectures.  Figure G-l below is an example of an OV-l for Theater Air Defense.
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Figure G-l.  Example of a High-level Operational Concept Graphic for Theater Missile Defense

(2) Top-level IER matrix (OV-3).  The second required element in Appendix 3 to a C4I ORD is the IER matrix.  Note that the matrix is not exhaustive, only the essential, high-level IERs need to be shown in the matrix.

(a) IERs identify who exchanges what information with whom, why the information is necessary, and in what manner.  Table G-l at the end of this annex depicts a representative format for the matrix while Table G-2 is an extract of an OV-3.

(b) IERs identify the elements of warfighter information used in support of a particular activity and between any two activities.  Producing and consuming nodes are identified, as are relevant attributes of the exchange.  When developing the matrix, emphasis should be on the logical and operational characteristics of the information.

(3) System Interface Description (SV-l).  The third and final required element of the appendix is the SV-l, which depicts the systems nodes of a particular architecture.  Systems nodes include the allocations of specific resources (Marines, platforms, facilities, systems, etc.) that are addressed for specific operations.  Additional information regarding the System Interface Description can be found in the current version of the C4ISR Architecture Framework.  Note that the SV-l can take one of three forms:  internodal, intranodal, and intrasystem.  Figure G-2 depicts a notional template for an internodal SV-l.
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Figure G-2.  Notional Example of a System Interface Description

(4) Other pertinent information.  There may be a need to provide additional information in the C4I Interoperability appendix to an ORD.  For example, during ORD IPT discussions, the material developer representative may request that amplifying information be provided regarding a particular interface; such information could be made part of the ORD proper, or, it may be more appropriate to include it in Appendix 3.
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