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Chapter 3

The Process

1.0 -- Overview

DoD Directive 5200.40, DITSCAP established a standard security C&A process to be used throughout DoD.  The objective is to protect and secure the entities comprising the Defense Information Infrastructure (DII).  The DITSCAP, along with a companion Application Document, standardizes C&A activities for individual IS to achieve a more secure DII and more operationally secure systems.  This process supports an infrastructure orientation, with a focus on system mission, environment, and architecture.  The DITSCAP is designed to be adaptable to any type of information system and any computing environment and mission.

This chapter highlights the DITSCAP process, with notations regarding implementation within the Marine Corps.  The process is composed of four phases:  Definition, Verification, Validation, and Post Accreditation (Figure 3-1).  The phases are comprised of activities, composed of tasks and steps.  Each phase and activity is performed to accredit every system.  The tasks and steps within those activities can be tailored and scaled to the system and its environment.  Operators of this process need to align the DITSCAP with the program strategy and integrate the process activities into the system life-cycle.  Section 7 of the SSAA (Appendix G) documents this alignment of DITSCAP and the system life-cycle.  Even though the DITSCAP maps to any system life-cycle process and its four phases are independent of the life-cycle strategy employed, certain logical links can be made between the DITSCAP and acquisition processes (Figure 3-2).  The DITSCAP should be initiated concurrently with system (or change) concept definition.  System security accreditation must be scheduled for completion prior to operational employment.  The balance of the DITSCAP activities and tasks must then be integrated into the system life-cycle schedule.  The responsible role for each phase activity described below is identified in parentheses following the activity title.  A summary of roles and responsibilities is provided in Appendix C.  For additional information, see DoD Directive 5200.40 and the companion Application Document.

The size and level of detail contained in an SSAA vary depending on a number of factors, including system size and complexity, extent of interconnection(s) to other systems/networks, and whether the system is fielded in a garrison or tactical environment.  Large, complex systems, extensively interconnected to other large systems/networks, and fielded in a garrison environment, typically have extensive security requirements and concerns.  Such systems necessarily result in a large size SSAA document.  On the other hand, stand-alone systems not connected to other systems or networks, with no modem/fax capability and operated in a Dedicated or System High mode only, require minimal documentation, as the security requirements and concerns are also minimal.  These systems generally result in a modest sized SSAA document.
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Figure 3-1 -- The DITSCAP Phases
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Figure 3-2 -- DITSCAP and Acquisition Phases

2.0 -- Phase 1:  Definition

2.1 -- Overview

The objective of Phase 1, Figure 3-3, is for the PM, DAA, CA and User Representative to agree on the intended system mission, environment, architecture, security requirements, certification schedule, level of effort, and resources required.  The primary activities include documenting mission need, registration, and negotiation.  A brief description of these activities follows.  The primary responsibility for each activity is shown in parentheses following the name of the activity.  At the conclusion of this phase, an SSAA documents agreements made between the DAA, PM, CA, and the User Representative.  For guidance in preparing an SSAA, refer to Appendix G, SSAA Guide.
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Figure 3-3 -- Phase 1, Definition Activities

2.2 -- Document Mission Need (User Representative)

Early in Phase 0, efforts within acquisition programs are based on the mission need statement (MNS).  Upon publication, the Operational Requirements Document (ORD) in Phase 0 becomes the requirements document of reference.  Depending upon the phase of acquisition, the PM must analyze the appropriate requirements document to determine the criteria that he will use in developing system security requirements.  This information will be included in Section 5 of the SSAA.

2.3 -- Registration (PM)

This activity involves notifying the accreditor, certifier, and user representative that the information system will require C&A support (“register” the system).  Notification may be by e-mail, office memorandum, or official letter, depending on the scope and level of the system and the organizations involved.  Registration also involves collecting basic system information.  The information collected is needed to determine security requirements, determine the level of effort required to accomplish system certification and accreditation, and draft the body of the SSAA.  Items to consider include:

•  System development approach
•  System life-cycle stage
•  Existing documentation
•  Mission
•  Environment (including threat assessment)
•  Architecture
•  Operators
•  Data classification and categories
•  External interfaces
•  Mission criticality

Much of the information can be found by examining the mission need and functional requirement documents.  Results of this examination can be applied to determining the system class.  System classes are associated with minimum security requirements as a function of mission, environment, and system architecture.  By identifying a common class of systems, security requirement definitions and architecture approaches can be shared and reused.  The system class concept is still being developed.  See Chapter 4, paragraph d, for additional information.

Initially, details of the system or environment may not be well defined.  However, sufficient descriptions should be developed to accurately portray general concepts, accreditation boundaries (system boundary, facilities, and equipment), and the external interfaces with other equipment or systems.  Current threats must be assessed against the specific mission to determine required protection mechanisms.  The threat and subsequent vulnerability assessments are used to establish security policy objectives to counter the threat.

Use Appendix D to determine the certification level of effort.  The DAA, CA, PM, and User Representative may tailor the certification tasks and associated level of effort after considering the mission, environment, architecture, programmatic considerations, and level of acceptable risk.  As the system development progresses, agreements reached in this phase may be revisited and revised as necessary.

2.4 -- Negotiation (PM)

This activity begins when a draft SSAA has been completed.  Participants include those involved in the information system’s development, acquisition, operation, security certification, and accreditation.  The objective is to agree on a security methodology that adequately addresses system threats and vulnerabilities, and produces an acceptable level of residual risk.  This methodology will use a combination of security features incorporated into the system design as well as administrative procedures implemented in the operational environment.  Negotiations culminate in a Certification Requirement Review (CRR) held by the DAA, CA, PM and User Representative.  The CRR reviews the information documented in the SSAA and concludes with agreement regarding the level of effort and approach to implement the security requirements.  Negotiation ends when all responsible organizations adopt the SSAA.

2.5 -- The SSAA (PM)

The SSAA is a living document that formalizes agreement regarding all accreditation requirements and the plan to achieve system accreditation.  Signatories to this agreement are the accreditor, the certifier, the PM, and the user representative.  The SSAA is used throughout a system’s life-cycle to guide security actions, document decisions, specify requirements, identify C&A funding requirement, document certification tailoring and level of effort, identify possible solutions, and maintain operational system security.  As a system progresses through its life-cycle, the SSAA must be updated, as necessary, to reflect current conditions and agreements.  Events that should trigger SSAA updates include any event or action that might impact security accreditation.  Examples include any proposed system changes, mission changes, physical security environment changes, security related Standard Operating Procedures (SOP) changes, and related security relevant actions.

3.0 -- Phase 2:  Verification

3.1 -- Overview

The objective of Phase 2, Figure 3-4, is to verify the evolving or modified system’s compliance with the information agreed upon in the SSAA.  The primary activities include refining the SSAA, developing the system, conducting certification analysis, and assessing the analysis results.  At the conclusion of this phase, the system should be ready for certification testing.

3.2 -- Refine the SSAA (PM)

Phase 2 begins with a review of the SSAA.  This review is especially critical if a substantial amount of time has passed since completion of Phase 1, or if new people are involved in accreditation.  As the information system evolves and specific information on the certification effort becomes available, the SSAA should be updated, reflecting additional or revised details.  Likewise, as requirements or security approach agreements change, the SSAA should also be updated to reflect these changes.  During this phase, the SSAA matures from its baseline state to become a detailed reference regarding the information system and its readiness for security certification evaluation.
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Figure 3-4 -- Phase 2, Verification Activities

3.3 -- System Development (PM)

This activity includes those efforts required to develop and integrate components of the information system.  Specific actions are dependent on the overall program strategy, the life-cycle management process, and the position of the information system in the life-cycle.  Typical actions include:

•  Architecture definition and preparation of high-level design documentation
•  Detailed Design
•  Code Development
•  Integration
•  Unit and System Level Test
•  Acceptance Testing

These activities, together with the certification analysis activities, ensure that the requirements in the SSAA are met.  Security actions can be scaled to fit the size and complexity of the system and remain responsive to the operational requirements driving system development.

The C&A process can also be tailored to work within all DoD program strategies, including grand design, incremental, evolutionary, as well as Commercial Off-The-Shelf (COTS) and Non-Developmental Item (NDI) acquisitions.

3.4 -- Certification Analysis (CA)

This activity evaluates the system to determine the ability of the information system to comply with security requirements and minimize residual risk.  Analysis tasks validate that the system design implements the SSAA security requirements and that security critical components of the completed system function properly.  The objective is to ensure that the system is certifiable and accreditable before Phase 3 begins.  Certification analysis tasks include:

•  System Architecture
•  Software Design
•  Network Connection Rule Compliance
•  Integrity of Integrated Products
•  Life-cycle Management
•  Vulnerability Assessment

All applicable tasks need to be completed.  However, the degree of analysis may be scaled to the complexity of the information system design, the sensitivity of the information processed, and the criticality of the mission.  Other scaling factors include the information system program strategy, the life-cycle management process, and the position of the information system in its life-cycle.  The intensity of the certification analysis activities is determined in Phase 1 to ensure relevancy and system conformance to the SSAA.  Tasks may be performed in parallel or sequentially, at the discretion of the certification task manager, consistent with resources and schedule.

3.5 -- Assess Analysis Results(CA)

This activity evaluates the results of the certification analysis tasks during each system development activity to determine system eligibility to proceed to the next development activity.  These assessments represent an iterative process to ensure system development proceeds within the security requirements as agreed in the SSAA.  Any significant discrepancies identified during these analyses may require system modification to resolve security issues.  A final overall review may be prudent, particularly for complex systems, to ensure all significant analysis discrepancies have been resolved before proceeding to Phase 3.

4.0 -- Phase 3:  Validation

4.1 -- Overview

The objective of Phase 3, Figure 3-5, is to validate the fully integrated system’s compliance with the information stated in the SSAA.  The primary activities include certification evaluation, developing recommendations, and reaching the accreditation decision.  At the conclusion of this phase, sufficient documentation is produced to support the DAA in making an informed decision to grant approval to operate the system (accreditation).
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4.2 -- Refine the SSAA (PM)

Phase 3 begins with a review of the SSAA.  This review is especially critical if a substantial amount of time has passed since completion of Phase 2, or if new people are involved in accreditation.  As the information system evolves, the SSAA should be updated, reflecting additional or revised details.  Likewise, as requirements or approach security to agreements change, the SSAA should also be updated to reflect these changes.  During this phase, the SSAA further matures to become a detailed reference for the accreditation decision.

4.3 -- Certification Evaluation (CA)

Certification evaluation activities include certification testing of the software, firmware, and hardware; penetration testing; and inspections of operational sites or tactical employment environment.  The purpose is to ensure compliance with the physical, procedural, TEMPEST, and COMSEC requirements.  The hardware and software certification analysis results from Phase 2 are now validated with functional testing of the security-critical components.  This evaluation certifies the site or tactical computing environment, as described and agreed upon in the SSAA.  Certification evaluation includes the following eight tasks:

•  System Security Test and Evaluation
•  Penetration Testing
•  TEMPEST and Red-Black Verification (If Applicable)
•  System Management Analysis
•  Site Accreditation Survey (If Applicable)
•  Contingency Plan Evaluation
•  Risk Management Review

Each of these tasks as applicable, must be performed for all systems, but they may be scaled to the information system’s certification level and tailored to the program strategy used.  As each task is completed, the certifier evaluates the results for consistency with the SSAA.  If problems occur, the certifier notifies the program manager.  If the problem can be fixed, the certifier can repeat the task.  The problem and solution should be included in the findings.  Upon completion, results are documented and included in the SSAA.

4.4 -- Develop Recommendation to the DAA (CA)

The CA prepares the final SSAA with all the certification evidence, test results, and analysis results.  The CA uses these results as a basis for making a recommendation to the DAA.  This recommendation is also included in the SSAA.

•  If the information system satisfies the SSAA technical requirements, the CA issues a system certification.  Supplemental recommendations might also be made to improve the system’s security posture.  These recommendations should provide input to future system enhancements.

•  If some deficiencies are identified that offer no unacceptable short-term operational risks, the CA may recommend accreditation with correction of deficiencies within a specified time period.  These deficiencies, the agreement on the conditions under which the system may operate, and a date when the deficiencies must be fixed are documented in the SSAA.

•  If the system does not satisfy the SSAA technical requirements, and there are unacceptable short-term operational risks, the CA recommends that the information system not be accredited.

4.5 -- DAA Accreditation Decision (DAA)

The final activity in Phase 3 is the DAA’s decision on whether or not to accredit the information system.  The final SSAA, CA’s recommendation, and supporting documentation form the accreditation package.  The final SSAA contains all the information necessary to support the recommended decision.  As a minimum, this includes the certification results, risk assessment results, and CA’s recommendation.  A decision to accredit includes the security parameters under which the information system in its computing environment is authorized to operate.  A temporary approval to operate may be granted, if the system does not meet some requirements of the SSAA, but mission criticality mandates system operation.  A decision not to accredit should include a statement of the specific reason(s) for denial, and if possible, provide suggested solutions.  Both a temporary approval and a non-accreditation decision require a return to Phase 1 to negotiate acceptable solutions and a schedule for their implementation, including reaccreditation.

It is difficult to accredit mobile systems at all possible locations.  In this situation, the accreditor may issue a generic accreditation for a typical operating environment.  The generic accreditation applies to identical copies of a system in a specified environment.  The SSAA is modified to include a statement of residual risk and to clearly define the intended operating environment.  The SSAA must also identify specific uses of the mobile system, operational constraints, and procedures under which the mobile system may be operated.  With a generic accreditation, the operators assume the responsibility to monitor the environment for compliance with the environment described in the accreditation.

5.0 -- Phase 4:  Post Accreditation

5.1 -- Overview

The objective of Phase 4, Figure 3-6, is to ensure secure system management, operation, and maintenance to preserve an acceptable level of residual risk.  The primary activities include maintaining the SSAA, operating the system, managing system configuration changes, and validating compliance with the system accreditation parameters.

5.2 -- Maintenance of the SSAA (PM)

The SSAA needs to be kept current throughout an information system’s life-cycle.  Phase 4 begins with a review of the SSAA to ensure that all requirements and agreements are still applicable.  The SSAA must be reviewed periodically and updated as necessary.  Events that should trigger SSAA updates include any event or action that might impact the security accreditation.  Examples include any proposed system changes, mission changes, physical security environment changes, security related SOP changes, and related security relevant actions.

5.3 -- System Operation (User Representative)

This activity concerns secure operation of the information system and its associated computing environment within the parameters of the accreditation.  Secure system management depends on the organization and its security procedures.  Site operational staff and the ISSO are responsible for maintaining an acceptable level of residual risk.  This means considering any security implications associated with changes to either the information system or the operational environment.  The ISSO is responsible for determining the extent to which a change affects the security posture, obtaining approval of security-relevant changes, and documenting implementation of those changes in the SSAA and site operating procedures.  Operators are responsible for operating the system under the security guidelines established in the SSAA.
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Figure 3-6. -- Phase 4, Post Accreditation Activities

5.4 -- Change Management (PM)

Any change to an accredited information system or its operating environment must be controlled.  Change is ongoing as the system responds to the needs of operators and new technology.  As threats become more sophisticated or focused on a particular asset, countermeasures must be strengthened or added to maintain adequate protection.  The ISSO, in coordination with the user representative and the program manager, must recognize these changes, identify their security implications, implement the necessary security protective actions, and document these changes in the SSAA.

5.5 -- Compliance Validation (PM)

The operational system and its environment must be reviewed at predefined intervals, as specified in the SSAA, but at least every three years.  The purpose of this review is to validate continued compliance with the security requirements, current threat assessment, and concept of operations as stated and agreed on in the SSAA.  This review should ensure that the SSAA adequately addresses the functional environment in which the information system operates.  The compliance validation tasks are as follows:

•  Physical Security Analysis
•  Review the SSAA
•  Risk-Based Management Review
•  Procedural Analysis
•  Compliance Re-Verification
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