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Chapter 2

Overview of Test and Evaluation (T&E)

1. -- Test and Evaluation (T&E).

Reference F defines T&E as the process by which a system or components provide information regarding risk and risk mitigation and empirical data to validate models and simulations.  T&E also permits an assessment of the attainment of technical performance specifications and system maturity and determines whether systems are operationally effective, suitable, and survivable.

a.  From a very broad systems acquisition perspective, the Program Manager (PM) and MCOTEA “test and evaluate” the system during acquisition phases whereas the Milestone Decision Authority (MDA) determines if the program is ready to proceed to the next phase of the acquisition.
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b.  The PM is responsible for all aspects of the system development and through Project Officers (POs), ensures the program, including DT&E, is executed.  Therefore, the TIWG (see Chapter 3 for detailed discussion of TIWG) must plan and conduct system testing and evaluation to ensure the system is mature and ready for OT&E.  Carefully planned and executed test and evaluation strategies are used to detect and correct system deficiencies early in the acquisition process.  MCOTEA, as the independent tester and evaluator, is responsible for planning and conducting OT&E.
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c.  During each acquisition phase the TIWG oversees the testing of sub-assemblies, sub-systems and systems in order to provide data with which to determine the adequacy of a system or component, to establish the performance boundary or envelope, and to evaluate tradeoffs, risks, and requirements at design reviews.  Therefore the purpose of DT&E is to gain insight, not necessarily “pass a test”.  Thus, failing a test may be a positive event if critical performance deficiencies or boundaries are identified or characterized so they can be corrected before fielding to the Operating Forces.

d.  Prior to the production decision milestone (MS-III), MCOTEA conducts an operational test on the system in order to generate data to evaluate the operational effectiveness and suitability of the system.  Additionally, initial joint interoperability certification for C4I systems must be achieved prior to MS-III.

e.  For the purpose of this handbook, all testing is categorized as either DT&E or OT&E (frequently abbreviated DT or OT).  By involving MCOTEA early in T&E planning, it is possible to effectively streamline and meet or consider some portions of OT by having DT test results evaluated as part of OT.  In general, early testing in Phase 0, Concept Exploration (CE), supports Analysis of Alternatives (AOA) and system requirement validation.  Testing in Phase I Program Definition and Risk Reduction (PDRR) looks at critical risk areas and subcomponents/subsystems while Phase II Engineering and Manufacturing Development (EMD) tests an integrated system and matures the design and supports the production decision at MS III.  Joint certification testing is performed to assure the MDA of a system’s interoperability, prior to MS III.  Testing after MS III focuses on system improvements and interoperability certification updates throughout a C4I system’s life cycle.  From the preceding, it may be properly concluded that the main focus early is on DT and evolves to OT as the system matures.  The following sections provide an overview of DT and OT.  Figure 2-1 identifies many of the key tests (phase by acquisition phase) occurring during a typical acquisition program and the purpose(s) of the key tests in that phase.  Depending on the program (complexity, risk, etc.) some of the events would be tailored “out” while others not identified would be tailored “in”.

[image: image3.png]pRE posT

e PHASE 0 PHASE | PHASE Il s

Ms Ms Ms
cE | PDRR I EMD L/ propucrion

PURPOSE:  PURPOSE: PURPOSE: PURPOSE: PURPOSE:
ectnaay repareTeNP +1D Systems Risks’a Migatin  +1D Sysems Risks" Miigation RevewCartracu Test Pl
Exgontony - Suppor 408 - Support Tradeot Stues Vet Fre ProsuctDesign Mests ity efeiency Conections
sttty - virarenants Redanen: e ot omes
e (ACTD)ATD) Shets . 0FD + verty Peromerce Relathe to  Obten et and Reacl

« Better Defne ORD
Reciremerts

+T8E Program Planring
(Cost & Scheriie)

* Support MS | Decision

« Better Defie Future Test
Recuiremerts

* Support PM CAIV 8 TOC
Cansiderations.

TYPES OF TESTS:

“Eon

« Technical Feasiilty Test

+ ACTD, 4TD

« User Evalustion M
Condluded)

*Support Down Selects.

+ID Program TaE Inputs

+ Suppart S Il Decision (Exdt Cieria)

*ldentiy Future Tests

* Support PM CAIV & TOC
Corsiderations

- Support Safety Assessmerts

Initse Certfcation and sccrectation

TYPES OF TESTS.
+ Protatype.
* Subsysem Level
* Comporent
+User Evaluston (E)
Eaty Operational assessment (EO8)

+Softvere

~Regresson

- Beta
* DesignLimt

~Envionmental
“LifeTedts

~Relibilty
* Interoperatity

Specs 8 ORD
= Veriy Final Design Mests Production
+Estabish Actusl Performance” Envelopes
* Support Sunivabilty & Lettalty

~Support OTRR

*Suprort Safety Cetifcation

*Support LRIP Decision

« Verity Manufactring Processes
«Suport MS I Decision (Ext Critri)
«Veriy Suppatsbilty

*Suprort PM CAlY & TOC Consicerations
+Oktain Cetifcation and Accreltation

TYPES OF TESTS
* Subsystem/System Level

« Sctware VY

= Design Limt

* Life Testing

* Design Evaluationiverifeation

« Reliabilty DevelopmentiGrovih
« Transpotabilty

* Naval Integration

+ Operatinal Assessment (OA)

+ 10T8E KCombined DTIOT

« Validate SW Upgrades
* Suppott OTRR

- ReviewFOTEE IER

+ Corvhuct Filding IPR

TYPES OF TESTS.
+ Pradiuction Acceptance
+ Practucton Qualfcstion
« First Aticle

* Interoperabitty
«FoTaE





Figure 2-1. -- Purpose of T&E

2. -- Developmental Test and Evaluation (DT&E).

The term “DT&E” applies to any testing and evaluation that the materiel developer or his contractors or support organizations accomplish throughout the system life cycle.  They perform DT to assist in engineering design and development and to verify the program is meeting its technical performance requirements as derived from the ORD.  “Test” denotes the actual testing of hardware/software -- models, prototypes, production equipment, computer programs -- to obtain data, both quantitative and qualitative, relevant to developing new capabilities, managing the process, or making decisions on the allocation of resources.  “Evaluation” denotes the process whereby data are logically assembled, analyzed, and compared with expected performance to aid in making systematic decisions.
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It is important to note the developer conducts DT to measure performance relative to the performance specification.  On the other hand, MCOTEA conducts OT relative to the ORD, and it is therefore extremely important that the Program IPT effectively translate ORD requirements into the performance specification for DT&E.  The goals of DT&E are:
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•  Produce an operationally effective and suitable system (with the goal being no surprises in OT).

•  Identify capabilities and limitations of alternative concepts and design options.

•  Support the identification of cost-performance tradeoffs.

•  Support the identification and description of design technical risks.

•  Assess progress towards meeting critical operational issues (COIs), mitigating acquisition technical risk, and achieving system maturity.

•  Assess validity of assumptions and conclusions from the Analysis of Alternatives (AOA).

•  Support certifications (interoperability/security accreditation) required for Command, Control, Communications, Computer and Intelligence (C4I) systems.

•  Support the decision to certify the system as safe and ready for operational test and evaluation (OT&E).

•  Provide empirical data to validate models and simulations.

Appendix B provides a description of the principal types of test events that the PO, test engineer and systems engineer should consider as they structure the overall test program.  These individuals must also consider incorporating modeling and simulation as a potential method to assist in accomplishing the goals of DT&E.  Properly applied, modeling and simulation can be a cost effective method to address some testing requirements.  The PO can use modeling and simulation in cases where actual testing is impossible or impractical.

3. -- Operational Test and Evaluation (OT&E).

The term “OT&E” applies to any testing the independent operational test agency (OTA) conducts, under realistic conditions, for the purposes of determining a system’s operational effectiveness and suitability for use in it’s intended environment.  MCOTEA is the USMC OTA.  Table 2-1 identifies some of the significant differences between DT and OT.

Table 2-1. -- Differences Between DT&E and OT&E

	DT&E
	OT&E

	Controlled by Program Manager/
Project Officer
	Controlled by Independent Operational Test Activity

	One-on-One Tests
	Numerous Tests

	Controlled Environment
	Realistic Operational Conditions

	Contractor Involvement
	Government Only

	Trained/Experienced Operators
	Military Personnel Recently Trained on Equipment

	Measures of Technical Performance
	Determine Operational Effectiveness and Suitability

	Test to Specification
	Test to Requirements (ORD)

	Tests Prototype Components, or Engineering Design Models
	Test Production Representative Items


a.  MCOTEA evaluates each system based on two broad characteristics, operational effectiveness (OE), and operational suitability (OS).  The term “effectiveness” refers to the overall degree of mission accomplishment of a system when used by representative personnel in an environment planned or expected for operational employment of the system considering organization, doctrine, tactics, survivability, vulnerability, and threat.  “Suitability” refers to the degree the user may employ the system satisfactorily in field use with consideration given to reliability, availability, and maintainability (RAM); organizational impact; concept of employment (COE); logistics supportability; mobility deployability, and transportability; personnel selection and training requirements; and human factors and safety.

b.  Virtually all programs require an operational test prior to the production decision at MS-III.  There are, however, two exceptions:

•  Programs designated as Acquisition Category (ACAT) IV(M) programs do not require OT.  ACAT IV(M) designations must have a MCOTEA concurrence.  These programs, however, still require an appropriate amount of DT.  For example, MARCORSYSCOM manages most training devices and some commercially developed items as ACAT IV(M) programs.

•  Programs designated as Abbreviated Acquisition Programs (AAPs) do not require OT.  Normally the Commodity Director (C4ISR, CBG, or CSLE) or PM serves as the MDA for an AAP.  AAP designations must have MCOTEA’s concurrence.  In general, programs designated as AAPs are relatively small, low cost and low risk programs.  Examples include the Lightweight Maintenance Enclosure (tent for vehicle maintenance), Advanced Radiographic System (images ordnance for disposal) and the Laser Leveling System (assists road grading).

Reference D describes the procedures for obtaining an ACAT designation.

c.  There are several types of OT&E that the PO should consider in program planning.  The specific phase of acquisition the program is in and the decision it will support will determine the type.  MCOTEA conducts all OT&E, regardless of the type.  The name and structure of the specific variation used depends upon the acquisition phase during which the PO will conduct the test as well as the decision it will support.
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(1) Operational Assessments (OAs).  OAs may take place during any acquisition phase prior to MS III.  MCOTEA conducted OAs are used to provide the PM an early user assessment of progress in achieving full OE and OS of the system before Initial OT&E (IOT&E).  OAs are extremely valuable to the PM because they provide a much needed user assessment in time to affect overall system design.  In particular, the PM can obtain early insights into the interface between the Marine-weapon system as well as obtain information on operational suitability.  Operational Assessments that occur prior to MS II are called Early Operational Assessments (EOAs).  Test results are contained in an Independent Assessment Report (IAR) and provided only to the PM/PO, further distribution at PM/PO’s discretion.

(2) Initial Operational Test and Evaluation (IOT&E).  MCOTEA conducts IOT&E in support of a MS III decision.  IOT&E occurs during the EMD phase and must be completed before MS III.  MCOTEA must conduct IOT&E on a production or production representative system using typical operational personnel in a realistic combat scenario.  Deficiencies noted during testing should be documented in detail so as to identify the “root cause” of the failure.  Comprehensive documentation of the failure will facilitate its correction.  Test results are contained in an Independent Evaluation Report (IER) and submitted to the Assistant Commandant of the Marine Corps (ACMC) for approval.

(3) Follow-on Operational Test and Evaluation (FOT&E).  FOT&E is OT&E that occurs after a favorable MS III decision.  MCOTEA most frequently conducts FOT&E to verify the correction of deficiencies discovered during IOT&E.  The PO, however, may use FOT&E as part of the T&E and acquisition strategy as a technique to refine estimates of operational effectiveness and suitability; to update training, tactics, techniques and doctrine in conjunction with MCCDC; and to identify operational deficiencies and evaluate modifications.

The major characteristics of different types of operational testing are reflected in the table below.

Table 2-2. -- Major Characteristics of OT

	Operational Testing

	IOT&E/FOT&E
	EOAs/OAs

	Contractor participation prohibited
	Contractor participation not constrained

	Production representative test articles
	Test articles do not have to be production representative

	Number of test articles determined by MCOTEA
	Number of test articles determined by MARCORSYSCOM

	Realistic operational environment
	Limited operational realism

	Combined DT/OT strategy requires independent phase of OT&E
	Independent phase not required

	OE & OS determined
	OE & OS progress assessed


d.  The Director, Operational Test and Evaluation (DOT&E) is the principal staff assistant and advisor to the Secretary of Defense on OT&E matters.  DOT&E has a specific role to play in the oversight of OT&E for ACAT I programs and also has an oversight role with regard to Joint T&E, Live Fire Test and Evaluation (see Appendix B) and others.  Reference G describes the responsibilities of DOT&E.  Although MARCORSYSCOM is not presently the lead service for any ACAT I programs, occasionally DOT&E assumes an oversight role for programs that may be less than ACAT I.  If that is the case, some of the procedures in this handbook may require adjustment to accommodate.  The PO should be careful to include appropriate experts on the Test Integration Working Group (TIWG) so that necessary adjustments can be made.

4. -- Evolutionary Acquisition (EA).

EA is an acquisition strategy for use when the PO anticipates that achieving the desired overall capability will require the system to evolve during development, manufacture or deployment.  This is frequently the case with Command, Control, Communications, Computer, and Intelligence (C4I) systems.
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An underlying factor in EA is the need to quickly field a well-defined core initial operating capability in response to a validated requirement.  The PO accomplishes this while continuing the execution of an incremental upgrade program designed to achieve the stated EA strategy goal.  Increments are treated as individual acquisitions, each with defined threshold capabilities.  The scope and content is the result of continuous feedback from developing and independent testing agencies, the user (operating forces), supporting organizations, and the application of new technology.  The PO bases the testing process upon testing of incremental system capabilities.  The PO accomplishes initial testing on the first incremental system configuration and investigates the capability for architecture growth.  Testing continues on subsequent configurations, as they become available, based upon risk assessments of added functionality.  The tests determine whether the system, as configured, meets the operational requirements specified by the user, for that phase of development.  Reference H provides additional information on EA.
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5. -- Commercial Off-The-Shelf/Nondevelopmental Item (COTS/NDI) Testing.

Generally it is falsely assumed that COTS/NDI items do not require any testing.  COTS/NDI procurements do not relieve the PO from determining whether further testing is required.  Many T&E requirements can be verified from previously conducted contractor or government tests.  However, if the items are going to be used in an environment or manner other than that for which they were designed or the item is modified, some testing will be required.  In this situation, testing in the “new” environment and for adequacy of the modification(s) would be conducted.  See Table 3-2 for additional information on COTS/NDI testing.

6. -- Streamlining.

a.  Use of DT&E Data.  The legitimate use of DT&E results for IOT&E purposes require several conditions to be present.  It is important for the TIWG to make sure the DT&E results it uses for OT&E purposes meet these conditions.  First, developmental contractor involvement in DT&E Test Design, Data Collection, and Evaluation needs to meet the spirit and letter of USC Title 10, Section 2399, paragraph (e)(3).  This regulation:

•  Strictly limits developmental contractor influence in these areas if the results are to be used for OT&E purposes,

•  Requires that the tested system that generated the results must be production or production representative, and

•  Requires that the environment must be properly represented during DT&E.
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b.  Combined DT/OT.  Reference A encourages combining OT&E with DT&E when there are time and cost savings.  When embarking on a combined DT/OT approach, the PO must be careful not to compromise either DT or OT test objectives.  In addition, the PO must initiate planning and coordination efforts early in the program to ensure that program office personnel and MCOTEA obtain the data they require.  In any case, the test program must meet the following criteria to satisfy the requirements of reference (a):

•  There must be dedicated OT events.

•  There must be separate DT and OT evaluations.

Table 2-3, extracted from reference (f) articulates the advantages and disadvantages of a combined DT/OT approach.

Table 2-3.  Advantages/Disadvantages of Combined DT/OT

	Combined Testing

	Advantages
	Disadvantages

	Shortens time required for testing and, thus, the acquisition cycle.

Achieves cost savings by eliminating redundant activities.

Early involvement of OT&E personnel during system development increases their familiarity with system.

Early involvement of OT&E personnel permits communication of operational concerns to developer in time to allow changes in system design.
	Requires extensive early coordination.

Test objectives may be compromised.

Requires development of DT/OT common test database.

Combined testing programs are often conducted in a controlled (development) environment.

Test will be difficult to design to meet DT and OT requirements.

The system contractor is prohibited by law from participating in IOT&E.

Time constraints may result in less coverage than planned for OT&E objectives.
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7. -- Interoperability Testing.

The purpose of interoperability testing is to ensure that tactical data systems comply with joint protocols and message standards and thus integrate with one another.  Interoperability testing may be conducted during either DT or OT depending on test objectives.  As stated in reference (i), it is DoD policy that military forces for joint and combined operations must be supported through compatible, interoperable, and integrated Command, Control, Communications and Intelligence (C3I) systems that can support operations worldwide throughout the entire spectrum of conflict.  That means all C3I systems developed for use by U.S. Forces are considered to be joint assets with respect to compatibility, interoperability and integration.  Reference (i) also requires that the Director, Defense Information Systems Agency (DISA) develop and conduct a C3I systems interoperability testing and certification program to verify interoperability.  Reference (j) describes MARCORSYSCOM policy and procedures for complying with interoperability requirements.  Coordination with the Joint Interoperability Test Command (JITC) is required in order to ensure that testing is adequate to support certification of the automated system.  Test requirements should also be coordinated with Director, C4ISR, Systems Engineering and Integration (SE&I).

8. -- Certification and Accreditation (C&A) Testing.

Department of Defense (DoD) policy requires that all information systems be accredited and that those systems and networks that process classified, sensitive but unclassified, or unclassified information be designed, developed, and implemented with appropriate security safeguards.  This policy also requires agencies to implement safeguards in information systems to “ensure that information is protected commensurate with the risk and magnitude of the harm that would result from the loss, misuse, or unauthorized access to or modification of such information” (OMB Circular A-130).

a.  Accreditation.  Accreditation is a formal declaration that an information system is approved to operate in a particular security mode using a prescribed set of safeguards at an acceptable level of risk.

b.  Certification.  Certification is the comprehensive evaluation of the technical and non-technical security features of an information system and other safeguards, made in support of the accreditation process, to establish the extent to which a particular design and implementation meet a set of specified security requirements.  Certification supports accreditation.

Throughout the acquisition process the PO must incorporate testing events, which support the certification of information systems.  Reference (k) discusses this type of testing in greater detail.  In addition, the C&A process needs to follow the Defense Information Technology Security Certification Accreditation Process (DITSCAP) outlined in DoDD 5200.40.

9. -- Other Testing.

There are several types, or categories, of tests that the PO rarely encounters in managing his program.  They are mentioned in this handbook for the sake of completeness and to advise the PO to include the appropriate experts on the Test Integration Working Group (TIWG).  A brief description of each type of test is listed in Appendix B.  These include:

•  Joint T&E
•  Concurrent Testing
•  Live Fire Test & Evaluation (LFT&E)
•  Nuclear Biological and Chemical Weapons Testing
•  Foreign Comparative Testing (FCT)

10. -- T&E Accomplishment.
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The key to establishing a successful T&E program is the early and continuous involvement of representatives of all organizations involved in the process.  Reference (a) directs the use of IPTs in the performance of as many acquisition functions as possible.

a.  The TIWG assists the PO in the planning and conduct of program T&E efforts during the acquisition process.  The PM charters the TIWG during Phase 0 and coordinates TIWG activities as outlined in this handbook.

b.  Appendix C discusses in detail the membership of the TIWG and describes the duties of each member.
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c.  POs should note that with the award of a contract(s), the contractor(s) should be invited to participate with the government TIWG.  Participation should enhance resolution of concerns expressed during deliberations.
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d.  The Test and Evaluation Master Plan (TEMP) documents the overall structure and objectives of the T&E program.  It provides a framework within which to generate detailed T&E plans and it documents schedule and resource implications associated with the T&E program.  The TEMP identifies the necessary DT&E, OT&E and live-fire test & evaluation (LFT&E) activities.  It relates program schedule, test management strategy and structure, and required resources to:  critical operational issues (COIs); critical technical parameters (CTPs); objectives and thresholds documented in the Operational Requirements Document (ORD); evaluation criteria; and milestone decision points.  Joint programs require a single integrated TEMP.  Components may express their unique content, particularly evaluation criteria associated with COIs, in a component-unique annex to the basic TEMP.

11. -- Test and Evaluation and the Systems Engineering Process.

The T&E process is part of the System Engineering (SE) process.  The SE process is the iterative logical sequence of analysis, design, test and decision activities that transforms an operational need into the descriptions required for production and fielding of all operational and support systems elements.  Figure 2-2 depicts a simplified graphic of the systems engineering process.

a.  The requirement analysis activity is a process used by the program office, in concert with the user, to establish and refine operational design requirements that result in the proper balance between performance and cost within affordability constraints.  Requirements analysis is conducted iteratively with functional analysis/allocation to develop and refine system level functional and performance requirements and design requirements.

b.  The functional analysis/allocation activities identify what each system and component must do.  It normally works from the top downward ensuring requirements traceability and examining alternative concepts.  This is done without assuming how functions will be accomplished.  The product is a series of alternative Functional Flow Block Diagrams (FFBD).  A functional analysis can be applied at every level of development.  At the system level, it may be a contractor or Service effort.  During Phase 0, developmental testers assist the functional analysis activity to help determine what each component’s role will be as part of the system being developed.  Performance requirements are allocated to system components.

c.  The synthesis activity involves invention -- conceiving ways to do each FFBD task -- to answer the “how” question.  Next, the physical interfaces implied by the “how” answers, are carefully identified (topological or temporal).  The answers must reflect all technology selection factors.  Synthesis tools include Requirements Allocation Sheets (RAS), which translate functional statements into design requirements and permit a long and complex interactive invention process with control, visibility and requirements traceability.  Development testers conduct prototype testing to determine how the components will perform assigned functions to assist this synthesis activity.

d.  The verification loop allows tradeoff of alternative approaches to “how”.  This activity is conducted in accordance with decision criteria set by higher-level technical requirements for such things as life-cycle costs, effectiveness, reliability, availability, maintainability, risk limits, schedule, etc.  It is repeated at each level of development.  The verification is conducted by developmental testers during the later PDRR Phase when competitive testing between alternative approaches is performed.  In order to verify that the results of the SE process meet the overall system requirements, both DT and OT tests are conducted.  Thus T&E is the verification loop in the SE process.  Reference (l) discusses SE in greater detail.
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Figure 2-2. -- Simplified Systems Engineering (SE) Process

12. -- Joint Programs.

Oftentimes, POs work on joint programs.  Another Service usually leads these programs, although occasionally, the Marine Corps acts as lead Service.  Reference (a) defines a joint program as any acquisition system, subsystem, component or technology program that involves a strategy that includes funding by more than one DoD Component during any phase of a system’s life cycle.  This includes systems where one DoD Component may be acting as acquisition agent for another DoD Component by mutual agreement or where statute, DoD Directive, or the Under Secretary of Defense (Acquisition, Technology, and Logistics USD(AT&L)) or Assistant Secretary of Defense ((ASD)C3I) has designated a DoD organization to act as lead.  The following are some of the characteristics of joint programs:

•  A single program manager

•  Milestone decisions rendered in the lead Service’s chain of command

•  One quality assurance program, one program change control program, one integrated test program, and one set of documentation and reports

•  Joint participation established by Memorandum of Agreement (MOA)

•  Lead Service budgets for and manages the common Research, Development, Test and Evaluation (RDT&E) effort (subject to the MOA)

•  Individual Services budget for unique requirements

With regard to T&E in a joint program, the emphasis must be on establishing a T&E program that meets the requirements of all participating Services.  The Marine Corps may use the equipment in a different environment (i.e. amphibious) or mission profile than other participating Services and may, therefore, have different programmatic and corresponding test requirements.  For the Marine Corps, this usually means influencing another Service to include Marine Corps requirements in the design and, ultimately, the OT.  The level of influence the Marine Corps has is greatly dependent upon when, in terms of the lead Service acquisition cycle, the Marine Corps joins the program.  Reference (d) addresses joint program management in greater detail.

Note:  The PO cannot force representatives of other Services to follow the steps outlined in this handbook.
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When participating in joint programs, however, the PO should use this handbook to become better informed on T&E and to guide T&E expectations.

The PO may also suggest that the lead service PO adopt some of the best practices outlined herein.
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