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Clinger-Cohen Act Compliance Confirmation and Certification Guide
This guide is provided to assist SPAWAR Program Managers in understanding the latest Clinger- Cohen Act requirements, guidance, and time-saving techniques for achieving compliance.
March 2009
Version 4.0
Clinger-Cohen Act Compliance Confirmation and Certification Guide

A Message from the Space and Naval Warfare Systems Command (SPAWAR) Command Information Office (CIO)

The Clinger-Cohen Act (CCA) of 1996 was a law designed to codify best practices, including performance-based management principles, for acquiring information technology (IT), including National Security Systems (NSS).  It requires Federal Agencies to:

· Design and implement a management process for maximizing the value and assessing and managing the risks of the IT acquisitions 

· Integrate the IT/NSS acquisition lifecycle management processes with business financial management processes 

· Establish goals for improving the efficiency and effectiveness of agency oversight

· Ensure that performance measurements are quantifiable for an IT/NSS and that they support the core requirements of the Department 

· Ensure that the information security policies, procedures, and practices of the agency are adequate
By addressing the specific CCA criteria outlined in this guide, the Program Manager ensures performance based management principles for acquiring IT are addressed at key acquisition points.  These principles also address non-IT factors, such as organizational mission, business, and process impacts, as well as technical and cost considerations throughout the system life cycle.

The goal of the SPAWAR CIO Information Resource Management (IRM) Team is to provide Mission Critical and Mission Essential IT System owners and support staff with a streamlined process for demonstrating adherence to CCA requirements.  This guide is a key reference document for: 
· Documenting the internal process with clearly defined process steps, and

· Providing the latest CCA requirements, guidance and time-saving techniques for achieving CCA compliance with minimal program impacts.

The procedures in this guide will evolve based on the feedback received from the SPAWAR and PEO acquisition professionals.  Please e-mail any comments or suggestions to the CIO subject matter experts at SPAWAR.CIO.ITPC@navy.mil.
Finally, I would like to encourage every program that receives Clinger-Cohen Act support services from the CIO to complete an online customer satisfaction survey.  The steps for completing the survey can be found within this guide. The feedback received will be used to improve our products and services in order to better meet your needs. 
We appreciate the partnership with SPAWAR Program Executive Offices and Program Managers and value our joint efforts to continuously improve the IT acquisition and management process.
SARAH K. LAMADE

SPAWAR Command Information Officer
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1.0 Introduction
1.1 Clinger-Cohen Act (CCA) Overview

The impetus for enacting the Clinger-Cohen Act (CCA) was a report by U.S. Senator William S. Cohen in 1994.  Senator Cohen’s report, Computer Chaos, highlighted systemic problems associated with the United States government’s growing reliance upon IT such as:

· Insufficient attention to (a) the way business processes are conducted, and (b) opportunities to improve these processes before investing in the IT that supports them;

· Investments in new systems for which Agencies had not adequately planned, and which did not work as intended and did little to improve mission performance;

· Implementation of ineffective information systems resulting in waste, fraud, and abuse; 

· Outdated approaches to buying IT that do not adequately take into account the competitive and fast pace nature of the IT industry.

On February 10, 1996, President William Clinton signed the Information Technology Management Reform Act (ITMRA) into law; ITMRA in conjunction with the Federal Acquisition Reform Act (FARA) became known as the Clinger-Cohen Act. It requires the Department of Defense (DoD) and individual programs to use performance based management principles for acquiring information technology, including National Security Systems (NSS).
Since 1996, Congress has outlined rigorous direction in several National Defense Authorization Acts (NDAA).  The Department of Defense has reflected these subsequent directives in its DoD 5000.2 instructional policies and memorandums.  The Department of the Navy Chief Information Officer (DON CIO) has followed suit by issuing guidance via SECNAVINST 5000.2D, Implementation and Operation of the Defense Acquisition System and the Joint Capabilities Integration and Development System (October 16, 2008).  The SPAWAR CCA Compliance Confirmation and Certification Guide incorporates the latest policy/guidance provided by these statutory and regulatory references.  

Links to referenced policies and memos can be found in Section 4.1.11, Policy References and Guidance Memos.
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1.2 Clinger-Cohen Act Compliance Submission Minimum Lead Time Requirements

	Acquisition Level (ACAT)
	SPAWAR CIO
	DON CIO
	Total Lead Time

	ACAT I, IA, II
	30 days
	90 days
	120 days

	ACAT III, IV, AAP, RDC
	30 days
	N/A
	30 days

	Project Definition Document or other IT Systems
	30 days
	N/A
	30 days


SPAWAR CIO recommends that Program Offices contact the CIO IRM Team prior to these minimum lead times. The lead time requirements are based on the submission of a full CCA document package with an Information Assurance Strategy (IAS) reviewed and signed by the Program Manager (PM).    
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1.3 SPAWAR CIO Approach to CCA

The SPAWAR CIO has developed a comprehensive and collaborative CCA process.  SPAWAR CIO Information Resource Management (IRM) Team works closely with Programs, Program Managers, and the PEO C4I Acquisition Management Office (AMO) for all of the programs at SPAWAR Headquarters.  The CIO IRM Team is a primary member of the Acquisition Coordination Team (ACT) and is required to attend all ACT meetings and Contract Planning Conferences (CPCs).  

Our staff reviews program status reports, documentation posted to the AMO website, as a routing requirement in the review of program Acquisition Strategies (AS), Acquisition Plans (AP), or combined AP/AS documents to obtain program insight to better support CCA efforts.

The CIO IRM staff also works closely with the SPAWAR Contracts Team and the AMO to promulgate, evaluate, and update all SPAWAR documentation to reflect new/updated CCA requirements in the CIO Newsletter as well as the SPAWAR Management Oversight Process of Service Contracts (MOPAS) guide, Acquisition Program Structure Guide (APSG), Contract Management Process Guide (CMPG).
As a program advances across the Acquisition Cycle, the SPAWAR CIO’s integration and participation allows for insight into CCA requirements.
This group maintains frequent contact with DON and Marine Corps SYSCOMS, related PEOs, DON CIO and FMB, DASN (C4I & Space), and DoD CIO in order to quickly resolve cross organizational IT Policy issues, and articulate and champion SPAWAR CIO and PEO positions.

1.4 How to use this guide

This guide may be used in printed form; however, users are strongly encouraged to use the Microsoft Word version. The embedded Table of Contents will assist you in navigating through the CCA compliance process and associated guidance provided herein.

A link is provided at the end of each section to return back to the Table of Contents.

(When navigating links within the Microsoft Word file, hold down the CTRL button while clicking the link with the mouse.)

This guide will be updated as required.
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1.4.1 What’s New for SPAWAR CCA Guide Version 4.0?

VERSION 4.0 SIGNIFICANT CHANGES 

1. References have been updated to reflect the most recent directives as of February 2009.
2. Requirement to have Sustainability and Supportability Document within Information Assurance Strategy package submission to CIO.

3. Requirement to include NITE/STAR AIS and Budget Identification Number (BIN) from IT Budget line within CCA Table; both should match DITPR-DON information submissions.
4. All sample templates, forms, signature pages, routing sheets, and policy references have been updated and individually itemized in Section 4.0 Appendix.

5. Section 4.4 Points of Contact have been updated to reflect organizational positions rather than individual names.

6. In order to better serve our customers, a CCA Support Survey has been integrated into the process.  Your completion of the CCA Support survey is now the last step of the CCA Certification Process.  Your candor will be valuable to improving and further streamlining the overall SPAWAR CCA process.
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2.0 SPAWAR CCA / IA Strategy Document Generation Flowchart

[image: image11.png]



Figure 2.1:  CCA Compliance Document Generation Process

2.1 Explanation of Document Generation Process
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1.  Is this an IT System?

The Clinger-Cohen Act applies to the acquisition and management of IT systems.  A majority of SPAWAR and Program Executive Office (PEO) acquisition programs meet the definition of an IT system:
 “Any system that is an interconnected system or subsystem of equipment, that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information, including computers, ancillary equipment, software, firmware and similar procedures, services (including support services), related resources, Automated Information Systems (AIS) and IT systems such as electronic commerce/electronic data interchange, non-tactical networks, messaging systems, base level infrastructure, etc.”  (SECNAVINST 5000.2D)
A system that also meets the definition of National Security System (NSS) or the definition of a weapons system, does not affect the applicability of CCA.
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1a.  End
If your system does not meet the definition of an IT System, then CCA does not apply. However, the non-IT policies and procedures of Department of Defense Instruction (DoDI) 5000.02, Operation of the Defense Acquisition System (12 December 2008) do apply.  
Contact the SPAWAR CIO at SPAWAR.CIO.ITPC@navy.mil for assistance with IT system determinations. 
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2.  Register with DON CIO
The Department of Defense Information Technology Portfolio Repository (DITPR) is the unclassified Department of Defense (DoD) data source for several major internal and external reports. DITPR is the DoD authoritative IT system repository.  DITPR-DON is the Department of the Navy (DON) variant of DoD DITPR. SPAWAR IT systems are required to be registered in DITPR-DON.

In accordance with SECNAVINST 5000.2D and DON CIO policy, all Mission Critical (MC), Mission Essential (ME), Mission Support (MS), and Defense Business Systems (DBS) information systems must be registered in DITPR-DON before Milestone B approval or program initiation, whichever is earlier.

SPAWAR CIO is responsible for annually certifying that all IT systems within the SPAWAR portfolio are registered with complete and accurate information.  Systems classified as SECRET (i.e., systems with CLASSIFIED system specific information) shall be registered in the DoD SIPRNet IT Registry.  

Every MC or ME IT system that does not have a future milestone or contract award shall be CCA compliant and registered in the DITPR-DON System that feeds into the DoD IT Registration Database.  However, these systems do not require CCA confirmation, certification, nor a determination that the IA Strategy is appropriate.

NOTE: Contact SPAWAR.CIO.ITPC@navy.mil to obtain a DITPR-DON New Add application form, receive DITPR-DON access or edit permissions, and/or to update system information.
IT Budget Financial Registration and Reporting (NITE/STAR): Programs registered in DITPR-DON shall follow the policies and guidance outlined in the Office of Management and Budget (OMB) Circular A-11 Preparation, Submission, and Execution of the Budget, DoD 7000.14-R Financial Management Regulation Vol 2A, DON Budget Guidance Manual, and SPAWAR IT and NSS Budget Exhibits Preparation Guide regarding financial reporting.  
This shall include appropriate entry in the Budget Submit Office (BSO) 39 (SPAWAR) IT budget in the Naval IT Exhibits/Standard Reporting (NITE/STAR)-web database.  IT Budget reporting covers all IT resources as defined in the CCA and includes NSS, with the exception of classified resources.  Examples of IT that are included in the IT Budget are: National Security Systems (NSS), Communications Systems, Command and Control (C2) Systems, Command and Control Communications (C3) systems, Financial Management Systems, Computing Infrastructure (C&CI) systems, Meteorological/Navigation Systems, and IT Systems.  
The program data loaded in DITPR-DON should match the program data loaded in NITE/STAR to ensure a one-to-one match.  Additionally, all systems reported in NITE/STAR are assigned a Budget Initiative Number, or BIN, in the DoD Select and Native Applications Program (SNaP-IT).  The SNaP-IT system is the DoD official source of authoritative IT Budget data.  SNaP-IT is also used to produce the OMB Exhibit 300 that is submitted to OMB on a select set of DoD IT initiatives.
For assistance in NITE/STAR registration please contact the cognizant Budget Financial Manager (BFM) or SPAWAR.CIO.ITPC@navy.mil.
NOTE: All DBS shall obtain certification by the Office of the Secretary of Defense (OSD) or Business Transformation Agency (BTA) Investment Review Board (IRB) and approval by the Defense Business Systems Management Committee (DBSMC) prior to the obligation of development or modernization funding.  This certification does not relieve the system of CCA confirmation or certification requirements.
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3.  Is this Mission Critical (MC) or Mission Essential (ME)?

The definitions for MC/ME are:
· Mission Critical: A system that meets the definitions of "information system" and "National Security System" in the Clinger-Cohen Act, the loss of which would cause the stoppage of warfighter operations or direct mission support of warfighter operations

· Mission Essential:  A system that meets the definition of “information system” in the Clinger-Cohen Act that the acquiring Component Head or designee determines is basic and necessary for the accomplishment of the organizational mission.

Per SECNAV Memo dated 28 March 2001, Stake Owners, Program Managers, and major claimants are "designated to make mission critical and mission essential information system designations” for DON information systems, including national security systems.
The SPAWAR CIO recommends that PMs coordinate all MC/ME designations with the PEO. 

Failure to designate a system as MC or ME when that system satisfies the MC or ME definition may result in an Anti-Deficiency Act violation.  It is important that Component Heads and PMs designate MC or ME systems in a consistent manner.   
For assistance in properly designating a particular system, or changing a designation, please contact SPAWAR.CIO.ITPC@navy.mil.
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3a. Complete CCA Compliance Table as necessary
A system that does not meet the definition of MC or ME, (such as a Mission Support system) does not require a formal CCA confirmation. A Mission Support system can fill out the CCA Compliance Table to demonstrate CCA compliance.  The system shall still register in DITPR-DON as a Mission Support system.

For programs that would like to show CCA compliance, the PM may complete the CCA Compliance Table in Section 4.1.1 and reference existing program information that satisfies each of the CCA requirement areas.  The PM should coordinate with the respective PEO acquisition lead and/or SPAWAR CIO IRM Team to indicate compliance.  A completed CCA Compliance Table should be kept on file for Mission Support systems in the event of a Congressional, DoD, or DON review.  
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4.  Is this an ACAT Program?
ACAT Program thresholds are defined in SECNAVINST 5000.2D. 
ACAT I, IA, II, III, IVT, IVM, and Abbreviated Acquisition Program (AAP), Rapid Deployment Capability (RDC), and Special Interest shall answer YES to this decision step.
The requirement for CCA confirmation or certification (Major Automated Information System (MAIS) or ACAT IA) are only required for the ACAT Program thresholds as listed above. 

IT systems that do not qualify as an ACAT system (e.g. Project), are exempt from the formal act of CCA confirmation, but should follow the guidance in step 4a below..
4a.  Complete CCA Compliance Table or Project Definition Document (PDD) Crosswalk
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For Program Offices with PDDs, the SPAWAR CIO developed a PDD CCA Crosswalk in Section 4.1.2.  PMs should submit a completed PDD CCA Crosswalk for SPAWAR CIO review in order to demonstrate CCA compliance.  The CCA IRM Team will evaluate the table and issue a CCA Compliance Memo for the Program Office’s file.
For assistance with PDD crosswalks please contact SPAWAR.CIO.ITPC@navy.mil. All other systems should follow 3a. above.

5.  Is there a Contract Award or Milestone?
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Prior to any Contract Award for a MC/ME IT system or any Milestone event, CCA Compliance confirmation or certification is required. 
According to SECNAVINST 5000.2D, the Milestone Decision Authority (MDA) shall not approve program initiation or entry into any phase that requires Milestone Approval for any MC or ME IT system until the appropriate Command Information Officer (CIO) confirms or certifies CCA compliance. The appropriate CIO is the SPAWAR CIO, DON CIO, or DoD CIO, depending on the ACAT or Special Interest designation of the program (see Figure 2.2).   
	ACAT
	Appropriate CIO

	ACAT III, IV, AAP, or RDC  MILESTONE EVENT & CONTRACT AWARD
	SPAWAR CIO (Confirmation)

	ACAT ID, IC, II  MILESTONE EVENT & CONTRACT AWARD
	DON CIO (Confirmation)

	ACAT IAC/IAM and Special Interest  MILESTONE EVENT and/or CONTRACT AWARD
	DoN/DOD CIO (Certification)


Figure 2.2:  Compliance Review Authorities by ACAT Level

The Program IA Strategy shall also be reviewed and determined appropriate prior to contract award or Milestone entry in support of a CCA Compliance event.

SPAWAR CIO recommends that PMs that have an upcoming Milestone or Contract Award contact the CIO IRM Team to set up a kick-off meeting.  CCA compliance kick-off meetings will provide PMs with key action items, samples, and guidance to ensure a smooth confirmation or certification for their system.

[image: image20.png]Complete CCA
gnature Sheet




5a.  Complete CCA Compliance Table as necessary
For programs with no contract award or milestone decision, there is no requirement to submit a CCA Package.  However, PMs may use the CCA Compliance Table in Section 4.1.1 to begin development of a table to reference existing program information for future CCA events.  A completed CCA Compliance Table should be kept on file in the event of a Congressional, DoD, or DON review.
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6. Complete IA Strategy and submit to PMW 160 IA
The IA Strategy (IAS) documents the program’s overall IA requirements and approach.  This includes the certification and accreditation approach, which will subsequently result in a System Security Authorization Agreement (SSAA).

An IA Strategy is an acquisition document required to be submitted with all CCA packages. The submitting Program Manager is responsible for developing the IA Strategy.  The PM develops the Acquisition IA Strategy to help the Program Office organize and coordinate the identification and satisfaction of IA requirements consistent with DoD policies, standards, and architectures.
Program Managers are encouraged to develop the IA Strategy early in the program development.  The IAS is required to be reviewed and updated prior to submitting the CCA Compliance Table and Brief.  Contract Awards or Milestone Decisions of Mission Critical or Mission Essential IT systems may not be awarded until the appropriate level CIO has determined that an appropriate information assurance strategy is in place for the system.
DON CIO has published an instructional template for IA Strategies, available on their website, www.doncio.navy.mil, and on the PEO C4I Acquisition Management Office (AMO) Naval Systems Engineering Resource Center (NSERC) website:  https://nserc.navy.mil/peo_c4i/se2/dpeo/dpeoacqman/Templates/Forms/AllItems.aspx, within the “IA Strategy” folder.
If you do not have NSERC access, you may request access at:  https://esgweb.nswc.navy.mil/accreq/?prg=PEO_C4I.  Please list your PEO C4I or PMW government client or supervisor, and always use your email PKI certificate.
IA Strategy submissions to PMW 160 IA should be coordinated by calling (619) 524-7504. PMW 160 IA will provide an IA Strategy Comment Matrix for adjudications and document updates when applicable. Once PMW 160 IA has completed their review and signed the routing sheet, the PM may also submit their documentation to the SPAWAR CIO IRM Team at SPAWAR.CIO.ITPC@navy.mil.
7.  Complete CCA Compliance Table
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PMs should use the CCA Compliance Table in Section 4.1.1 to cite existing program documentation that satisfies each of the CCA requirement areas. This table helps simplify the compliance review process.
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Figure 2.3:  CCA Compliance Table
For each section of the table, reference all applicable documents that show compliance. The date of publication and document status (e.g., in progress, draft, and final) shall also be identified in the table. 
At times, there may be more than one document that demonstrates the compliance requirement.  Whenever possible, it is best to reference approved documents. At MS-C Full-Rate Production (FRP), approved documentation is required.  If draft documentation is included in the CCA compliance table, please notify the SPAWAR CIO IRM Team at SPAWAR.CIO.ITPC@navy.mil prior to submission. 

Program Offices are encouraged to contact the SPAWAR CIO IRM Team when developing the CCA Compliance Table for assistance. Involving the CIO IRM Team early in the process will reduce the review time needed for formal CIO approval.
	Requirements Related to the Clinger-Cohen Act of 1996
	Applicable Program Documentation **
	Applicable Milestone

	*** Make a determination that the acquisition supports core, priority functions of the Department
	ICD Approval 
	Milestone A

	*** Establish outcome-based performance measures linked to strategic goals
	ICD, CDD, CPD and APB approval


	Milestone A and B

	*** Redesign the processes that the system supports to reduce costs, improve effectiveness and maximize the use of COTS technology
	Approval of the ICD, Concept of Operations, AoA, CDD, and CPD
	Milestone A and B

	* No Private Sector or Government source can better support the function
	Acquisition Strategy page XX, para XX

AoA page XX
	Milestone A

	* An analysis of alternatives has been conducted
	AoA
	Milestone A

	* An economic analysis has been conducted that includes a calculation of the return on investment; or for non-AIS programs, a Life-Cycle Cost Estimate (LCCE) has been conducted
	Program LCCE

Program Economic Analysis for MAIS
	For MAIS:

Milestone A and B, and FRP Decision Review (DR) (or their equivalent)

For non-MAIS:

Milestone B or the first Milestone that authorizes contract award


	There are clearly established measures and accountability for program progress
	Acquisition Strategy page XX

APB
	Milestone B

	The acquisition is consistent with the Global Information Grid policies and architecture, to include relevant standards
	APB (Interoperability KPP)

C4ISP (Information Exchange Requirements) 
	Milestone A, B and C

	The program has an information assurance strategy that is consistent with DoD policies, standards and architectures, to include relevant standards
	Information Assurance Strategy
	Milestone A, B, C,

FRPDR or

equivalent*****

	To the maximum extent practicable, (1) modular contracting has been used, and (2) the program is being implemented in phased, successive increments, each of which meets part of the mission need and delivers measurable benefit, independent of future increments
	Acquisition Strategy page XX
	Milestone B or the first Milestone that

authorizes contract award


	The system being acquired is registered
	Registration Database
	Milestone B,

Update as required


* For weapons systems and command and control systems, these requirements apply to the extent practicable (40 U.S.C. 1451)

** The system documents/information cited are examples of the most likely but not the only references for the required information.  If other references are more appropriate, they may be used in addition to or instead of those cited.

***These requirements are presumed to be satisfied for Weapons Systems with embedded IT and for Command and Control Systems that are not themselves IT systems

**** The purpose of the “Applicable Milestone” column in the table above is to indicate at which Milestone(s) the initial determination should be made regarding each element of Clinger-Cohen Act implementation. For MAIS programs, the DoD CIO must certify CCA compliance before granting approval for Milestone A or B or the Full-Rate Deployment decision (or their equivalent).
Figure 2.4:  Table E5.T8.DoD 5000.02 CCA Compliance Table
The CCA Compliance table (Figure 2.4) lists high-level acquisition documents that are typically cited for each CCA compliance area.  However, other documents, actions, and/or events may be cited in lieu of, or in addition to those listed above.
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8.  Compile CCA Documents

Compile copies of the cited documents/document pages listed in each section of the CCA Table. All reference documents listed on the CCA table should be posted on the AMO Website (https://c4i.nmci.mil/peoc4i/).  The PM may also create a compact disc containing all required reference documents to assist the SPAWAR CIO review.  Availability of all relevant documentation speeds up the CCA review and approval process.
Documents posted on AMO should be the most current draft document if a final version is not available.

NOTE: Programs at MILESTONE FRP-DR or Combined MILESTONE C/FRP-DR: Programs that are submitting CCA packages at Milestone-C FRP-DR should have all Milestone documentation as final (approved) or in the final review steps for the authorizing signature.  Programs that still have documents in draft, especially ACAT I and II programs, may have CCA packages returned to them by DON CIO if program final documentation will not be ready for review upon submission of CCA for FRP-DR event.  The SPAWAR CIO Office will assist programs to adjudicate these issues with DON CIO as necessary to assist getting the CCA package processed.   

ACAT I and II program Milestone C FRP-DR require additional documentation be provided for review per SECNAVINST 5000.2D, OMB Circular A-130, and DON CIO for CCA Compliance review.  Per SECNAVINST 5000.2D, all ACAT I and IA programs require a Post-Implementation Review (PIR)/Post Deployment Performance Review (PDPR) at Milestone C FRP.  ACAT II programs will need to develop an informal PIR/PDPR Plan for DON CIO review.  Program Offices are encouraged to contact the SPAWAR CIO IRM Team when developing the PIR information for ACAT II programs.
For ACAT programs that are not I or IA, the PIR information can be provided in whatever form is appropriate to do post deployment evaluations and assessments on return of investment. The SPAWAR CCA Brief can be used to support assertion of PIR plans.  Post deployment evaluations are important to ensure that investments are actually meeting the expectations that are outlined in the NR-KPPs and original requirements documentation. Involving the CIO IRM Team early can reduce the time needed for the informal PIR development.


Per OMB Circular A-130, programs must:
(i) Conduct post-implementation reviews of information systems and information resource management processes to validate estimated benefits and costs, and document effective management practices for broader use; 
(ii) Evaluate systems to ensure positive return on investment and decide whether continuation, modification, or termination of the systems is necessary to meet agency mission requirements. 
(iii) Document lessons learned from the post-implementation reviews. Redesign oversight mechanisms and performance levels to incorporate acquired knowledge.
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9.  Complete CCA Compliance Brief

The CCA Compliance Brief supports the SPAWAR CIO review for all ACAT programs.  The brief requests program background information and dedicates a slide to each area of the eleven CCA sections.  The slides summarize significant aspects of the cited information in the CCA Table and demonstrate how they satisfy the CCA requirements outlined.
PMs should use the CCA Compliance Brief Template in Section 4.1.2 to develop or update a CCA Compliance brief.  The template provides a section-by-section breakdown of the intent of the brief as it relates to CCA Compliance table documentation.  The SPAWAR CIO recommends that Program Office work closely with the SPAWAR CIO IRM Team when developing the CCA compliance brief. 
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10.  Complete CCA Signature Sheet

The CCA Signatures Sheets vary depending on ACAT Level.

· AAP, ACAT III, ACAT IV

· ACAT II, ID, IC

· MAIS – ACAT IAM and IAC
Please utilize the CCA signatures sheets provided in Section 4.1.4 – 4.1.6.
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11.  PMW 160 IA Approved?  SPAWAR CIO Reviewed?  
PEO C4I requires that PMW 160 IA review and endorse all IA strategies. Once PMW 160 IA has approved the IA Strategy, the document is ready for final approval routing. 
The SPAWAR CIO IRM Team recommends that the IAS be submitted to the CIO IRM Team prior to PM signature for a preliminary review. 

The primary focus of the SPAWAR CIO IRM Team review is to determine that the overall information assurance documented throughout the program lifecycle is appropriately documented in the IAS.  The CIO IRM Team review will also assess the Program Office’s compliance with current DoD, DON, and DON CIO policies including:

· DON CIO Annual FY IT Expenditure Policy 
(updated annually, see Section 4.1.11 for current guidance)
· DITPR-DON Registration and Data Quality

· ATO/IATO Information

· FISMA Compliance 

The CIO IRM Team will work with the Program Office or with PMW 160 IA to update any sections that may require correction. The multi-level review performed by PMW 160 IA and the CIO IRM Team provides a comprehensive review that ensures a balanced and accurate overall IA strategy submission.
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12.  Submit approved IA Strategy to PM for signature

Program Offices shall obtain PM approval of the IAS, as well as an accompanying Sustainability and Supportability Document, prior to CCA package submission to the SPAWAR CIO.
[image: image29.png]ogram Manage
approved?



13.  Program Manager approved?

PM signature should be obtained prior to IAS submission.  
Per Navy message R 022152Z MAY 08, “ANNOUNCEMENT OF THE SUSTAINABILITY AND SUPPORTABILITY DOCUMENT”, the PM shall also sign and provide the SPAWAR CIO an acceptance of sustainability and supportability requirements in support of the IAS.  
See guidance and template in Section 4.1.10.
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14.  Combine approved CCA / IA Strategy Packages and forward to SPAWAR CIO for review and routing

Program Offices shall combine the PM signed IA Strategy and PM signed CCA signature page via standard correspondence.  IA Strategy documents must be endorsed by PMW 160 IA and the PM, and be submitted with the CCA documentation for SPAWAR CIO and PEO final endorsement.  The Program Office CCA compliance submission to the SPAWAR CIO shall include:

ACAT II, ID, IC

ACAT III, ACAT IV, AAP
· CCA Signature Page (PM Signed)

· CCA Compliance Table 

· CCA Compliance Brief

· IA Strategy (PM Signed)

· Sustainability and Supportability Document (PM Signed)

· CCA Route Sheet 

· Brief Sheet

· PIR/PDPR Plan (At MS-C FRP for ACAT I only)

· Funding Baseline (PY, BY+3, OMN, RDTE, etc)
· Most Recent Budget Submission Data
Major Automated Information System – ACAT IAM and IAC

· CCA Signature Page (PM Signed)

· CCA Compliance Table 

· CCA Compliance Brief

· IA Strategy (PM Signed)
· Sustainability and Supportability Document (PM Signed)

· CCA Route Sheet 

· Brief Sheet

· NDAA MAIS Section (As required below)

· PIR/PDPR Plan (Only at MS-C FRP)

The annual MAIS Section of the National Defense Appropriations Act requires that all MAIS original submissions are to submit the NDAA MAIS Section Questions; however, they no longer need to provide the following two charts to DON CIO per guidance following the release of DoD Memorandum:  Clinger-Cohen Act Compliance Certification of Major Automated Information Systems for Fiscal Year (FY) 2008, dated 13 March 2008.
· Milestone Schedule

· Funding Baseline

CCA Certification of MAIS submissions will require the following:
· If there have been no changes to previously certified MAIS, submit original NDAA Section Questions and include a formal memorandum signed by the MAIS PM that indicates there are no changes in the status previously approved. SPAWAR CIO Office will submit the memo to DON CIO in support of the CCA submission.
· If there are changes to the prior NDAA Section Question submissions, please use document version control numbering and date changes to identify and confirm the updates to the documentation. SPAWAR CIO Office will submit the revised NDAA Section Questions to DON CIO in support of the CCA submission.
Completing the NDAA Section Questions for MAIS Programs does not exempt the requirement to submit an updated CCA Brief and CCA Table to SPAWAR CIO.
Please contact SPAWAR.CIO.ITPC@navy.mil to arrange package drop off and obtain SPAWAR CIO signature.
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Sustainability and Supportability Document 
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Sustainability and Supportability Document 
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Sustainability and Supportability Document 

(PM Signature)

SPAWAR CIO SPAWAR CIO SPAWAR CIO

Receives reviewed IA Strategy Receives reviewed IA Strategy Receives reviewed IA Strategy

Sustainability and Supportability Document 

(PM Signature)

Sustainability and Supportability Document 

(PM Signature)

Sustainability and Supportability Document 

(PM Signature)

CCA Table CCA Table CCA Table

CCA Brief CCA Brief CCA Brief

Signature Sheet Signature Sheet Signature Sheet
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Most Recent Budget Submission Data** Most Recent Budget Submission Data**

Milestone Schedule (MS, Current, Future)**

Most Recent Budget Submission Data**

PIR/PRDR (@ FRP only)

Confirms

 Compliance

Reviews

 Compliance and 

Confirms

 Compliance and 

forwards notification. forwards Pkg to DON CIO.

SECNAVINST 5000.2C, Cpt 4

DON CIO DON CIO DON CIO

Appropriate IA Strategy Appropriate IA Strategy Appropriate IA Strategy

CCA Table CCA Table CCA Table

CCA Brief CCA Brief CCA Brief

Signature Sheet Signature Sheet Signature Sheet

Funding Baseline (PY, BY+3, OMN, RDTE,etc)** Funding Baseline (PY, BY+3, OMN, RDTE,etc)** Section 8075 (if changes occurred )

Milestone Schedule (MS, Current, Future)** Milestone Schedule (MS, Current, Future)**

PIR/PRDR (@ FRP only)

Most Recent Budget Submission Data** Most Recent Budget Submission Data** Funding Baseline (PY, BY+3, OMN, RDTE,etc)**

Milestone Schedule (MS, Current, Future)**

Most Recent Budget Submission Data**
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CCA Table
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Confirmation Recorded Certifies Compliance

**For all references in this listing, see CCA Brief Template for requested Format

CCA Documentation Required


Figure 2.3:  Required CCA Documentation
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3.0 SPAWAR CCA Compliance Confirmation Routing Flowchart
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Figure 3.1:  CCA Compliance Routing Process

3.1 Explanation of Compliance Confirmation Routing Process

1.  Combine approved CCA/IA Strategy Packages and forward to SPAWAR CIO for review and routing.

As shown in Figure 3.2, CCA compliance documentation is routed for review for Compliance or Confirmation according to program ACAT level:
	ACAT
	PEO Lead Executive (Concurrence Only)
	SPAWAR CIO (Concurrence Only)
	SPAWAR CIO Confirmation
	DON CIO & DASN (C4I)

Confirmation
	DON CIO & DASN (C4I)

Certification

	ACAT III, IV, AAP or RDC
	Sign & Date
	
	Sign & Date
Forward Notification to DON CIO
	
	

	ACAT, ID, IC, II
	Sign & Date 
	Sign & Date 
	
	Sign & Date 
Forward Copy to DoD CIO for Informational Purposes
	

	ACAT IAC/IAM and Special Interest
MILESTONE EVENT and/or CONTRACT AWARD
	Sign & Date 
	Sign & Date 
Forward Copy to DON CIO
	
	 
	Sign & Date 
Forward NDAA Section Questions, IA Strategy and Supporting Materials to DoD CIO for Certification for MS Decision


Figure 3.2:  CCA Compliance Review Authorities per ACAT Level

SPAWAR CIO Approval Authority:
· ACAT III, IV, AAP, PDD, RDC
Confirms compliance
· ACAT IC, ID, or II
Concurs compliance documentation, determines CCA Table and IAS appropriate for submittal to DON CIO and DASN.
· ACAT IAM/IAC (MAIS), or Special Initiative
Concurs compliance and forwards to DON CIO and DASN (C4I).
SPAWAR ROUTING FOR ALL ACAT Programs:
The PM routes the CCA Table, Compliance Brief, and Signature Page through the Program Office for concurrence before submitting to the SPAWAR CIO for review.  
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2. SPAWAR CIO Approval

The Program Office shall submit the CCA Table, Compliance Brief, IA Strategy, supporting program acquisition documentation, and the appropriate Signature Pages to the SPAWAR CIO for review and concurrence. By signature endorsement, SPAWAR CIO determines the package current and appropriate.
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3.  Complete CCA Support Survey  
Program Offices complete a SPAWAR CCA Compliance services survey once a CCA Compliance Confirmation or Certification is approved. The survey allows the SPAWAR CIO to continually measure the quality of the services provided. This feedback is vital in our continued efforts to improve the overall Clinger-Cohen Act Compliance process. 

The CCA Support Survey should only take 3 minutes to complete and is located at:

http://www.surveymonkey.com/s.aspx?sm=APqtzNXFNbflI0iq4d8mqg_3d_3d
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4.  SPAWAR CIO forwards hard copy CCA Package
Upon SPAWAR CIO endorsement of the CCA package, the SPAWAR CIO IRM Team routes the hard copy approved package to PEO C4I for appropriate routing, review and approval.  PEO C4I routes the package as designated by the PEO C4I routing matrix for review and concurrence. 
There are two signature documents necessary for the CCA Package to be approved by PEO C4I:  

· CCA Signature Page

· IAS Signature Page

*SPAWAR and PEO C4I have developed the current routing process to decrease multiple reviews and reduce package submittal cycle time.  Although the IA Strategy is considered an Acquisition Document, an appropriate IAS is tied to a successful CCA Package review.  To avoid having Program Offices route the IA Strategy separately for review and signature by the Developmental Designated Approval Authority (DAA), PEO C4I, the process has been updated to allow only one routing of the IA Strategy with the CCA Package. 
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5.  PEO C4I Approval 

PEO C4I signature indicates the compliance package is approved by PEO C4I and confirmed by SPAWAR CIO. The next step in the process is the return of all the documentation to SPAWAR CIO for electronic scanning.
6.  PEO C4I returns signed hard copy CCA Package to SPAWAR CIO
The SPAWAR CIO Office scans the complete CCA package, forwards a soft copy of the approved CCA Signature Page, CCA Table, IA Strategy, and CCA Brief to the Program Office, and returns the original hard copy.
Depending on the ACAT level, the following steps can occur:
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· 7a-9.  ACAT III, IV, AAP, PDD, RDC

It is necessary that the Program Office provide the MDA a copy of the CCA Signature Page indicating the SPAWAR CIO confirmation of CCA prior to Milestone Decision or a copy to the Contracting Officer prior to awarding a contract.
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· 7b-13.  ACAT IC/ID (Major Defense Acquisition Programs – MDAPs), or ACAT II  

The SPAWAR CIO will forward an electronic copy of the approved CCA Package and supporting documentation to DON CIO and DASN (C4I).  SPAWAR CIO acts as the Team SPAWAR liaison for the program in providing requested documentation to DON CIO and DASN (C4I) for review and assists in moderating any issues.  
DON CIO and DASN (C4I) confirm CCA compliance and forward notification to the DoD CIO.  Upon confirmation of the CCA package by DON CIO and DASN (C4I), the signed CCA Signature Page, CCA Table, and IA Strategy electronic copy is sent back to SPAWAR CIO and the Program Office in support of the current MS or Contract Award effort. 
It is necessary that the Program Office provide the MDA a copy of the CCA Signature Page indicating DON CIO/DASN confirmation of CCA prior to Milestone Decision, or a copy to the Contracting Officer prior to awarding a Contract.
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· 7c-16.  ACAT IAM/IAC (Major Automated Information System – MAIS), or Special Initiative 

The SPAWAR CIO will forward an electronic copy of the approved CCA Package and supporting documentation to DON CIO and DASN (C4I).  SPAWAR CIO acts as the Team SPAWAR liaison for the program in providing requested documentation to DON CIO and DASN for review and assists with any issues.  
DON CIO and DASN (C4I) certify CCA compliance and forward their review to DoD CIO.
Certification Process:  DON CIO sends a request for Certification to DoD CIO via official memorandum for ACAT IAM/IAC (MAIS).  DON CIO will attach the IA Strategy and NDAA Section Questions to the memorandum as supporting information.   DON CIO will coordinate with DoD CIO for official concurrence.  
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17.  DON/DoD CIO Approval

DON CIO and DASN (C4I) confirm CCA compliance for MDAPs and ACAT II programs and forward notification of the confirmation to DoD CIO.  

MAIS Milestone decisions and/or Contract Awards, however, must have DON and DoD CIO certify CCA and IA Strategy compliance before the MDA can render the MS/FRP decision and/or before the Contracting Officer can award the Contract.

Upon review of the CCA package by DON/DoD CIO, a copy of the DON/DoD CIO Official Memo CCA certification , CCA Table, and electronic copy of the IA Strategy is sent back to SPAWAR CIO and the Program Office in support of the current Milestone and/or Contract Award effort. 
The Program Office should provide the MDA and/or Contracting Officer a copy of the DON/DoD CIO Official Memo certification of CCA prior to Milestone Decision and/or Contract Award.
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4.0 Appendix

4.1 Enclosures

4.1.1 Clinger-Cohen Act Compliance Table
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Manager (BFM).

The program has an information assurance strategy 

that is consistent with DoD policies, standards and 
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* For weapons systems and command and control systems, these requirements apply to the extent practicable (40 U.S.C. 1451)

NOTE: Systems documents/information cited are examples of the most likely but not the only references for the required information.  If other references are more appropriate, they may be used in addition to 

or instead of those cited.

** These requirements are presumed to be satisfied for Weapons Systems with embedded IT and for Command and Control Systems that are not themselves IT systems.

To the maximum extent practicable, (1) modular 

contracting has been used and (2) the program is 

being implemented in phased, successive, 

increments, each of which meets part of the mission 

need and delivers measurable benefit, independent 

Clinger-Cohen Act (CCA) Compliance Table for PROGRAM NAME HERE

** Make a determination that the acquisition supports 

core, priority functions of the Department.  

** 

Establish outcome-based performance measures 

linked to strategic goals.  

** 

Redesign processes that the system supports to 

reduce costs, improve effectiveness and maximize 

the use of COTS technology.  

The acquisition is consistent with the Global 

Information Grid policies and architechure, to include 

relevant standards.
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An analysis of alternatives has been conducted.

* No Private Sector or Government source can better 
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includes a calculation of the return on investment; or 

for non-AIS programs, a Life-Cycle Cost Estimate 
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accountability for program progress
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4.1.2 CCA/PDD Crosswalk
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Source 
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- Purpose of 
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Page _, 

section_; 
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Page _ section _: This section will state: Fully 
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compliant  - 

Presumed 

based on …

*** Establish outcome-based 

performance measures linked 

to strategic goals.

PDD (Section 

4e of PDD)

Page _, 
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Presumed 

based on... 

*** Redesign the processes to 

reduce costs, improve 

effectiveness and maximize 

the use of COTS technology.

PDD (Section 2 

of PDD)

Page _, 

Section _; 

Page _ section _: Fully Compliant

 - Program 

demonstrates…

* No private sector or 

government source can better 

support the function.

PDD (Section 

4, 6 or 7 of 

PDD) 

Page _, 

section _; 

Page _, Section _:  Fully Compliant

 - PMW __ is 

the appropriate manager…

* An Analyses of Alternatives 

has been conducted.

PDD (Section 4 

of PDD) This 

section often 

requires an 

additional 

document to 

satisfy the 

intent of the 

AoA

Page _, 

Section _; 

Page _, Section _:  Fully Compliant

 - Presumed 

based on the __ alternatives 

examined in the …

*  An economic analysis has 

been conducted that includes 

a calculation of the return on 

investment; or an LCCE.

PDD (Section 3 

of PDD)

Page _, 

section _; 

Page _, Section _:  Marginally Compliant 

- 

There are clearly established 

measures and accountability 

for program progress

PDD (Section 5 

of PDD)

Page _, 

Section _; 

Page _, Section _:  Fully Compliant 

- Program is 

evaluated …

The acquisition is consistent 

with the Global Information 

Grid policies and architecture, 

to include relevant standards

PDD (Section 

4f of PDD or IA 

Strategy 

documents)

Page _, 

Section _; 

Page _, Section _:  Fully Compliant

 - Presumed 

based on compliance with 

CJCSI and JITC 

requirements…

The program has an 

information assurance 

strategy that is consistent with 

DoD policies, standards, and 

architectures, to include 

relevant standards

PDD (Section 

4f of PDD or IA 

Strategy 

doucments)

Page _, 

Section _; 

Page _, Section _: Fully Compliant

 - Program 

has established …

To the maximum extent 

practicable, (1) modular 
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and (2) the program is being 
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Page _ , 
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 - Presumed 

by…

DoN or OSD Last Update 

Date

The system being acquired is 

registered. 

DITPR-DON DOD IT Portfolio Repository -DON (DITPR-DON): Registration number:  Fully Compliant

* For weapons systems and command and control systems, these requirements apply to the extent practicable (40 U.S.C. §1451)

** The system documents/information cited are examples of the most likely but not the only references for the required information.  

     If other references are more appropriate, they may be used in addition to or instead of those cited.

*** These requirements are presumed to be satisfied for Weapons Systems with embedded IT and for Command and Control Systems that are not themselves IT systems.  

Project Defininition Document (PDD) Clinger-Cohen Act (CCA) Compliance Table 

Insert Project Name and date
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4.1.3 CCA Compliance Brief Template
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4.1.4 CCA Signature Page for ACAT III, IV, AAP (MAIS) Programs
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Clinger-Cohen Act (CCA) Confirmation and IA Strategy Approval for

Program Name
ACAT (fill in: III, IV, AAP, RDC)
For Milestone (XX) and/or Contract Award (describe or list contract number(s))

We, the undersigned, agree that the information contained in this CCA Compliance Table and/or IA Strategy demonstrate(s) compliance with Clinger-Cohen Act of 1996 (40 U.S.C. 1401 et seq.)

PREPARED BY:

_________________________________ 



__________________ 

Program Office (PMW X)





Date

Program Manager

<<INSERT NAME HERE>>

CONCURRENCE:

__________________________________



___________________

Program Executive Office, C4I





Date

Program Executive Officer

<<INSERT NAME HERE>>

CONFIRMS:

_________________________________ 



___________________

Space and Naval Warfare Systems Command



Date

Command Information Officer

Sarah K. Lamade

4.1.5 CCA Signature Page for ACAT ID, IC, II Programs

Clinger-Cohen Act (CCA) Confirmation and IA Strategy Approval for

Program Name
ACAT (fill in: ID, IC, or II)
For Milestone (XX) and/or Contract Award (describe or list contract number(s))

We, the undersigned, agree that the information contained in this CCA Compliance Table and/or IA Strategy demonstrate(s) compliance with Clinger-Cohen Act of 1996 (40 U.S.C. 1401 et seq.)

PREPARED BY:

_________________________________ 



__________________ 

Program Office (PMW X)





Date

Program Manager

<<INSERT NAME HERE>>

CONCURRENCE:

_________________________________ 



__________________ 

Program Executive Office, C4I





Date

Program Executive Officer

<<INSERT NAME HERE>>

__________________________________



__________________

Space and Naval Warfare Systems Command



Date

Command Information Officer

Sarah K. Lamade

CONFIRMS:

__________________________________



__________________

Deputy Assistant Secretary of the Navy, C4I



Date

<<INSERT NAME HERE>>

__________________________________



__________________

Department of the Navy, Chief Information Officer


Date

<<INSERT NAME HERE>>
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4.1.6 CCA Signature Page for ACAT IAM and IAC (MAIS) Programs
Clinger-Cohen Act (CCA) Certification and IA Strategy Approval for

Program Name
ACAT (Fill in: IAM, IAC, MAIS, or Special Interest)
For Milestone (XX) and/or Contract Award (describe or list contract number(s))

We, the undersigned, agree that the information contained in this CCA Compliance Table and/or IA Strategy demonstrate(s) compliance with Clinger-Cohen Act of 1996 (40 U.S.C. 1401 et seq.)

PREPARED BY:

_________________________________ 



__________________ 

Program Office (PMW X)





Date

Program Manager

<<INSERT NAME HERE>>

CONCURRENCE:

_________________________________ 



__________________ 

Program Executive Office, C4I





Date

Program Executive Officer

<<INSERT NAME HERE>>

__________________________________



__________________

Space and Naval Warfare Systems Command



Date

Command Information Officer

Sarah K. Lamade

CERTIFIES:

__________________________________



__________________

Deputy Assistant Secretary of the Navy, C4I



Date

<<INSERT NAME HERE>>

__________________________________



__________________

Department of the Navy, Chief Information Officer


Date

<<INSERT NAME HERE>>
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4.1.7 SPAWAR CIO IRM Route Sheet
[image: image41.emf]
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4.1.8 SPAWAR CIO Clinger-Cohen Act Support Quality Survey
http://www.surveymonkey.com/s.aspx?sm=APqtzNXFNbflI0iq4d8mqg_3d_3d
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4.1.9 Required CCA Documentation

[image: image8.emf]ACAT III, IV,  and AAP ACAT ID, IC, II and Special Interest ACAT IAM, IAC and Special Interest (MAIS)

SPAWAR SPAWAR  SPAWAR

SPAWAR 160 IA SPAWAR 160 IA SPAWAR 160 IA

IA Strategy Reviewed and Appropriate

(PM & DDAA Signature Required)

IA Strategy Reviewed and Appropriate

(PM & DDAA Signature Required)

IA Strategy Reviewed and Appropriate

(PM & DDAA Signature Required)

Sustainability and Supportability Document 

(PM Signature)

Sustainability and Supportability Document 

(PM Signature)

Sustainability and Supportability Document 

(PM Signature)

SPAWAR CIO SPAWAR CIO SPAWAR CIO

Receives reviewed IA Strategy Receives reviewed IA Strategy Receives reviewed IA Strategy

Sustainability and Supportability Document 

(PM Signature)

Sustainability and Supportability Document 

(PM Signature)

Sustainability and Supportability Document 

(PM Signature)

CCA Table CCA Table CCA Table

CCA Brief CCA Brief CCA Brief

Signature Sheet Signature Sheet Signature Sheet

Funding Baseline (PY, BY+3, OMN, RDTE,etc)** Funding Baseline (PY, BY+3, OMN, RDTE,etc)** Section 8075/c or 8083

Milestone Schedule (MS, Current, Future)** Milestone Schedule (MS, Current, Future)**

Funding Baseline (PY, BY+3, OMN, RDTE,etc)**

Most Recent Budget Submission Data** Most Recent Budget Submission Data**

Milestone Schedule (MS, Current, Future)**

Most Recent Budget Submission Data**

PIR/PRDR (@ FRP only)

Confirms

 Compliance

Reviews

 Compliance and 

Confirms

 Compliance and 

forwards notification. forwards Pkg to DON CIO.

SECNAVINST 5000.2C, Cpt 4

DON CIO DON CIO DON CIO

Appropriate IA Strategy Appropriate IA Strategy Appropriate IA Strategy

CCA Table CCA Table CCA Table

CCA Brief CCA Brief CCA Brief

Signature Sheet Signature Sheet Signature Sheet

Funding Baseline (PY, BY+3, OMN, RDTE,etc)** Funding Baseline (PY, BY+3, OMN, RDTE,etc)** Section 8075 (if changes occurred )

Milestone Schedule (MS, Current, Future)** Milestone Schedule (MS, Current, Future)**

PIR/PRDR (@ FRP only)

Most Recent Budget Submission Data** Most Recent Budget Submission Data** Funding Baseline (PY, BY+3, OMN, RDTE,etc)**

Milestone Schedule (MS, Current, Future)**

Most Recent Budget Submission Data**

Compliance Recorded Confirms Compliance and  Certifies Compliance and 

forwards notification. forwards Pkg to DOD CIO.

DOD CIO DOD CIO DOD CIO

Notification required from  Appropriate IA Strategy

DON CIO that CONFIRMS

CCA Table

Compliance.

Confirmation Recorded Certifies Compliance

**For all references in this listing, see CCA Brief Template for requested Format

CCA Documentation Required
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4.1.10 Standard Operating Procedures for CIO Concurrence of Supportability and Sustainability Requirements

Program Manager (PM) shall provide the CIO with the Acceptance of Supportability and Sustainability requirements document in support of the system’s Information Assurance (IA) strategy.

Determine if the IA requirements can be supported by the Echelon Components. These should be based upon the Information Assurance Controls (IAC) being satisfied by the PM versus the IACs required to be supported by the installation site. 

Determine if the IA requirements can be sustained by the Echelon Components. These should be based upon the IACs being satisfied by the PM versus the IACs required to be supported by the Echelon Components.

Ensure the process for the FISMA requirements, IT life cycle plan, and IAC requirements are reviewed. This includes, but is not limited to, the following:

a.  IT life cycle plan (hardware/software cycle upgrade management).
b.  Monthly scanning process.

c.  Security patching requirements.

d. Security controls testing.

e. Annual reviews.

f. Contingency plan testing.

Determine if there are any issues from the Echelon II level with the proposed FISMA and IAC requirements. 

If there are issues a principles discussion must be initiated and a POA&M must be generated before proceeding to step 6 below.

If there are no issues noted, proceed to step 7 below.

PM signs the acceptance statement.  If there are issues which cannot be resolved, a principles discussion must be initiated.

Echelon II reviews, signs, and adds the signed S&S statement, as an artifact, into IATS.

CIO Acceptance of Supportability and Sustainability Requirements

1.  As the Program Manager for ____________________________ I have identified all of the supportability and sustainability requirements for my system.  

2.  In support of Information Assurance program:

· I am responsible for coordinating and funding IA certification and accreditation activities with the exception of inherited IA controls assumed by the hosting facility.

3.  Responsible for funding security patch management, life cycle software and hardware upgrade requirements in support of IA as identified by the IT host:

· Program Manager

· Hosting site

· Other (Specify): 

4.  Any supportability and sustainability requirements that have not been defined are the responsibility of:

· Program Manager

· Installation site

5.  CIO and PM signatures indicate they jointly concur with the sustainability and supportability requirements identified. 

___________________________


________________________

Program Manager        date



ECH II CIO
     date

4.1.11 Policy References and Guidance Memos
· Clinger-Cohen Act of 1996
https://acc.dau.mil/GetAttachment.aspx?id=31565&pname=file&aid=5753

The CCA, formally called the Information Technology Management Reform Act, formed the need to create the CIO function, and institutionalizes a number of best management practices.
· "Purple Book" Guidance Document
https://acc.dau.mil/GetAttachment.aspx?id=31565&pname=file&aid=5753

This document was published for Department of Defense (DoD) IT and other professionals who acquire, manage and use IT.  It consists of the policy documents and the rationale for the creation of CCA.
· DoDI 5000.02 Enclosure 5 Language
http://www.dtic.mil/whs/directives/corres/pdf/500002p.pdf 

DoDI 5000.02, Enclosure 5 provides IT considerations that must be met, including a CCA compliance table (Table E5.T8.).
· OSD Policy Memorandum 4 April, 2006:
Section 8075 (c): CCA Compliance Certification for FY 2006
https://acc.dau.mil/GetAttachment.aspx?id=31598andpname=fileandaid=5764

Section 8075 (c) of the Department of Defense (DoD) Appropriations Act, 2006, re-enacts a provision of both the FY 2005 and 2004 Acts (Section 8083 (c) and Section 8084(c) respectively). During the current fiscal year, a major automated information system may not receive Milestone A approval, Milestone B approval, or full rate production approval, or their equivalent, within the DoD until the Chief Information Officer (CIO) certifies, with respect to that milestone, that the system is being developed in accordance with the Clinger-Cohen Act of 1996 (40 U.S.C. 1401 et seq.).  The CIO may require additional certifications, as appropriate, with respect to any such system. This memorandum provides guidance for meeting this requirement for programs that are seeking milestone approvals in FY 2006.CCA 
· SECNAVINST 5000.2D
http://doni.daps.dla.mil/Directives/05000%20General%20Management%20Security%20and%20Safety%20Services/05-00%20General%20Admin%20and%20Management%20Support/5000.2D.pdf 

The SECNAV 5000 is the Department of the Navy implementation of the DoD 5000 and the CJCS 3170.
· Computer Chaos, Investigative Report by Senator Cohen, October 12, 1994
https://acc.dau.mil/GetAttachment.aspx?id=22163&pname=file&lang=en-US&aid=2121

This report provides the rationale for the Clinger-Cohen Act.  Based on an extensive examination of the federal government's practices for purchasing IT, this review indicates that there were significant systemic problems in the way the federal government buys IT and IT related services.


· Delegation of authority for MC and ME determinations for IT Systems
http://www.doncio.navy.mil/Contentview.aspx?ID=2240&Rank=3

This document is the delegation of authority by SECNAV to make "mission critical" and "mission essential" determinations for DON information systems, including national security systems.

· Department of the Navy Memo: Department of the Navy (DON) Information Technology (IT) Policy Guidance for Fiscal Year (FY) 2009
http://www.doncio.navy.mil/Download.aspx?AttachID=662
· This memorandum provides guidance intended to ensure that DON IM and IT funds are invested only in projects that are aligned with the DON strategic vision and aimed at our goal of a secure and interoperable architecture, that provides web-enabled services and full dimensional protection.

Issued by:  Department of Navy, Published:  20 August 2008

· Department of the Navy Research, Development, and Acquisition Policy & Guidance
http://acquisition.navy.mil/policy_and_guidance

This section provides the latest acquisition policy and guidance. The governing federal government, Department of Defense (DoD) policy and guidance, Department of the Navy (DON) specific policy and guidance, and individual DON policy memoranda are available.
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4.2 Frequently Asked CCA Questions

What is the difference between Mission Critical and Mission Essential?
DoDI 5000.02 provides definitions for Mission Critical and Mission Essential information systems, and those definitions are reproduced in the Definitions Section.  Commands must ensure consistent and accurate Mission Critical and Mission Essential designations for their respective systems.  For assistance in properly designating a particular system, or changing a designation, please contact the SPAWAR CIO POC.
How do I meet the requirement to provide an Information Assurance Strategy?

The Information Assurance Strategy should follow the DON CIO template.  The policies, standards, and architectures content can be satisfied by using details from the Intelligence Support Plan (ISP), CDD, or CPD Capabilities Documents.  The certification and accreditation content can be met through the DoD IT Security Certification and Accreditation Process (DITSCAP).  Contact PMW 160 IA POC for additional guidance or refer to the IAS Guide on NSERC: https://nserc.navy.mil/peo_c4i/se2/dpeo/dpeoacqman/Templates/IA%20Strategy/
What is the difference between certification and confirmation of Clinger-Cohen Act compliance?

As defined in SECNAV Instruction 5000.2D, MAIS programs (ACAT IAM or IAC) require a certification of CCA compliance by the DON and DoD CIOs.  Certification differs from confirmation in that the MDA and/or Contracting Officer will not approve program initiation, MS/FRP decisions, or Contract Award for MAIS programs until the DoD CIO certifies that the program is being developed in accordance with CCA.

ACAT ID, IC, II, III and IV programs (all non-MAIS ACAT programs) that contain Mission Critical (MC) or Mission Essential (ME) IT systems require a confirmation of compliance with the CCA.  DON CIO is the confirmation authority for ACAT ID, IC, and II, pending SPAWAR CIO concurrence.  Meanwhile, SPAWAR CIO is the confirmation authority for ACAT III, IV, AAP, or RDC programs.
What’s the difference in what a PM has to do for a program if designated a MAIS rather than a MDAP?
MAIS programs (ACAT IAM or IAC) require CCA compliance certification by the DON/DoD CIO prior to Milestone events and Contract Awards.  All MAIS shall follow the Annual MAIS Section National Defense Appropriations Act documentation requirements.  Section 2.1 #4 provides specific guidance for MAIS submissions.
MDAP programs require CCA compliance confirmation by DASN (C4I) and DON CIO; no certification is required for MDAP programs.  Once approved, DON CIO provides a copy to the DoD CIO and the MDA.  This approval by DON CIO constitutes CCA compliance confirmation.
Since my program is post-Milestone C, I don’t have to worry about Clinger-Cohen Act requirements, correct? 
If there are any post-Milestone C contracts to be awarded, the PM must have either confirmation or certification of CCA compliance, the system must be registered, and the system must have an updated appropriate information assurance strategy.

If I am exercising an option under an existing contract, or issuing a delivery/task order under an existing contract, am I required to go through the CCA confirmation/certification process prior to initiating either contract action?

No, as long as the existing contract was included in the system’s last confirmation or certification of CCA compliance. 
If I am increasing the scope of an existing contract to such an extent that a Justification & Authorization (J&A) must be executed prior to that contract being modified for those increased requirements, am I required to go through the CCA confirmation process prior to the modification being executed?

Yes.  Under the Competition In Contracting Act, there is no difference between modifying an existing contract to add requirements outside scope of that contract and awarding a contract for those new requirements.

Does the Clinger-Cohen Act compliance statute apply to all IT?  

Yes. This is easier if you remember the three 'C's of Clinger-Cohen:  
All IT must be Clinger-Cohen Act compliant; 
Mission Critical and Mission Essential IT systems, AAP or above, must be confirmed; 
All MAIS (ACAT IAM and ACAT IAC) programs must be certified by the OASD NII (DoD CIO).
Does the Clinger-Cohen Act apply to National Security Systems (NSS)?  
Yes.  NSS designations do not exempt IT systems from CCA compliance.
What is meant by "Command and Control Systems that are not in themselves IT systems"? 

Examples of Command and Control systems that are not IT systems could be a weapons platform such CVN or an FA-18.  Programs such as Global Command and Control System - Maritime (GCCS-M) and Integrated Shipboard Network Systems (ISNS) are Command and Control IT systems.

Do Abbreviated Acquisition Programs need CCA Compliance Confirmation?

Yes.  CCA confirmation applies for all Mission Critical or Mission Essential AAPs.  The Echelon II CIO is the cognizant CCA Confirmation authority.

The program sponsor is sending funding to another command to put on an existing contract to support my program.  Is my PM responsible for CCA compliance?

With respect to contract awards, No.  For example, if the program sponsor would forward funding directly to NAVSEA for items to be procured under the AN/UYQ-70(V) contract, NAVSEA has the responsibility for demonstrating CCA compliance because NAVSEA awarded that contract.

If, however, a SPAWAR PM needs to obtain Milestone approval and items procured by another command ("servicing command") relating to that PM’s milestone approval request, the PM should reference the servicing command's CCA compliance documentation in the CCA Compliance Table provided to the MDA.

Do I have to have to obtain CCA compliance confirmation for a Joint program?

If you are the lead component PM for a joint ACAT program, you are required to pursue CCA compliance confirmation prior to major Contract Award and/or Major Milestone decision through Full Rate Production.

How do I register my system in the DoD IT Registration Database?

SPAWAR CIO is responsible for coordinating PEO C4I, PEO EIS, and PEO SPACE updates to the OSD IT Systems Registry.  Detailed guidance on IT system registration requirements and an IT system information spreadsheet template is also available from SPAWAR.CIO.ITPC@navy.mil. On a quarterly basis, SPAWAR CIO will request and compile additions and updates to all SPAWAR systems information contained in the IT Systems Registry, in accordance with OSD (C3I) Memo, "DoD Information Technology IT Registry," dated February 21, 2001.  
When do I include program financial information in the IT budget database NITE/STAR?

If the system is registered as IT, as soon as there are ‘controls’ in the budget planned or executed against the program.  PMs should coordinate NITE/STAR registration via their Budget Financial Manager (BFM).

If I manage an IT system that becomes part of a Joint Program that has done a CCA confirmation, do I need to do one also? 
If either the CCA confirmation documentation or the acquisition documentation for the Joint Program specifically mentions your IT system, then you do not need to do a separate CCA confirmation – you can rely on the Joint Program CCA confirmation to suffice for your system.  If, however, your program is not specifically addressed in the Joint Program documentation, then you must initiate your own CCA confirmation.
If I manage a weapons system program whose IT component is from another service acquisition program and that other service has done a CCA confirmation for the component, do I need to do another CCA confirmation if that component is the only IT related to my weapons system? 

No, if the only IT component of your system is identical to the other service IT component that has had a CCA confirmation done, then you do not need to do another CCA confirmation.  If, however, the IT component you are using is not identical to the other service IT component or there is additional IT in your weapon system that has not been otherwise confirmed as compliant, you must initiate your own CCA confirmation.

If my system is post-milestone C and maintenance is handled under a Service Level Agreement (SLA) type arrangement (i.e., not via contract award), am I required to confirm/certify that my system complies with CCA?

No, if work is being done under a previously established SLA, it is not considered a contract award.  Hence, the system is not required to formally confirm or certify compliance with CCA.  However, if the system is IT, it is still required to comply with CCA requirements.
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4.3 Definitions

Definitions are predominantly from DoDI 5000.02 

Acquisition Program.  A directed, funded effort designed to provide a new, improved, or continuing materiel, weapon, or information system or service capability in response to a validated operational or business need.  Acquisition programs are divided into different categories that are established to facilitate decentralized decision-making, execution, and compliance with statutory requirements.  Technology projects are not acquisition programs. 

Defense Information Technology Portfolio Repository-NAVY (DITPR-DON) Registration Database.    The Department of the Navy (DON) will use the Defense Information Technology Portfolio Repository-NAVY (DITPR-DON) for collecting the required data and uploading the data to the main DITPR Database.  DITPR-DON is managed by Department of the Navy Chief Information Officer (DON CIO).  The DITPR-DON database can be found at the following link: https://www.dadms.navy.mil/DADMS/ditpr/MenuDITPR.cfm
Information Assurance (IA) Strategy (based on DON guidance).  The Information Assurance (IA) Strategy should provide a concise overview how the program’s IA features comply with applicable DoD and DON policies in addition to describing the program’s certification and accreditation approach.  Depending on the complexity and visibility of the system involved, the IAS can vary in length.
Information Technology (IT).  Any equipment, or interconnected system or subsystem of equipment, that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information.

The term "equipment" means any equipment used by a Component directly or used by a contractor under a contract with the Component that requires the use of such equipment, or the use, to a significant extent, of such equipment in the performance of a service or the furnishing of a product.

The term "IT" includes computers, ancillary equipment, software, firmware and similar procedures, services (including support services), and related resources.  The term "IT" also includes National Security Systems (NSS).  It does not include any equipment that is acquired by a Federal contractor incidental to a Federal contract.

IT Program. Fulfills definition of “program” but does not apply to a host platform (e.g., ship, aircraft, missile, weapon), combat system, subsystem(s), component(s), equipment(s), hardware, firmware, software, or item(s) that may not collectively or individually be a weapon system acquisition program.

IT System. A discrete set of information resources organized for the collections, processing, maintenance, use, sharing, dissemination, or disposition of information.  Source:  Title 44, US Code, Section 3502.  Actually, this is the definition of an information system, but DoDI 5000.2 states that an IT system has the same meaning as information system.

Major Automated Information System (MAIS) (ACAT IAM or IAC).  An AIS that is designated by OASD(NII) as special interest or estimated to require program costs in any single year in excess of $32 million in fiscal year (FY) 2000 constant dollars, total program costs in excess of $126 million in FY 2000 constant dollars, or total life-cycle costs in excess of $378 million in FY 2000 constant dollars.

Major Defense Acquisition Program (MDAP) (ACAT ID or IC).  An acquisition program that is not a highly sensitive classified program (as determined by the Secretary of Defense) and that is designated by the Under Secretary of Defense (Acquisition, Technology, and Logistics) (USD (AT & L)) as an MDAP, or estimated by the USD (AT & L) to require an eventual total expenditure for research, development, test and evaluation of more than $365 million in fiscal year (FY) 2000 constant dollars or, for procurement, of more than $2.190 billion in FY 2000 constant dollars.

Major System (ACAT II).  A system shall be considered a major system if it is estimated by the DoD Component Head to require an eventual total expenditure for RDT&E of more than $140 million in FY 2000 constant dollars, or for procurement of more than $660 million in FY 2000 constant dollars, or if designated as major by the DoD Component Head (10 U.S.C. §2302(5).
Mission Critical (MC) Information Technology (IT) System.  A system that meets the definitions of "Information System" and "National Security System" in the Clinger-Cohen Act, the loss of which would cause the stoppage of warfighter operations or direct mission support of warfighter operations. A "Mission-Critical Information Technology System" has the same meaning as a "Mission-Critical Information System." 
Mission Essential (ME) Information Technology (IT) System.  A system that meets the definition of “information system” in the Clinger-Cohen Act, that the acquiring Component Head or designee determines is basic and necessary for the accomplishment of the organizational mission.  A Mission Essential Information Technology System has the same meaning as a Mission Essential Information System. 

Mission Support (MS) Information Technology (IT) System.  A non-Mission Critical or Essential system that is elective in nature and/or does not directly support warfighting operations.  For example, a local information system that reconciles office supply orders could be considered Mission Support.  

National Security System (NSS).  Any telecommunications or information system operated by the U.S. Government, the function, operation, or use of which:

· Involves intelligence activities;

· Involves cryptologic activities related to national security;

· Involves command and control of military forces;

· Involves equipment that is an integral part of a weapon or weapons system; or,

· Subject to the limitation below, is critical to the direct fulfillment of military or intelligence missions.  This does not include a system that is to be used for routine administrative and business applications (including payroll, finance, logistics, and personnel management applications).

Technology Project.  A directed, incrementally funded effort designed to provide new capability in response to technological opportunities or an operational or business (e.g., accounting, inventory cataloging, etc.) need.  Technology projects are "pre-systems acquisition," do not have an acquisition category, and precede program initiation.  Technology is the output of the science and technology program that is used in systems acquisition.  The decision authority and information necessary for decision-making on each project shall be specified by the appropriate S&T Executive (for projects not yet approved for Milestone A) or by the MDA (for projects past Milestone A).

Weapon System.  An item or set of items that can be used directly by warfighters to carry out combat or combat support missions to include tactical communication systems.
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4.4 Points of Contact
	SPAWAR CIO IRM TEAM 

	SPAWAR.CIO.ITPC@navy.mil
	(857) 277-0270

	
	(858) 537-0573


	IA Strategy Submissions

	PMW 160 IA
	(619) 524-7504


The persons and contact information listed are current as of February 2009.  Please contact SPAWAR.CIO.ITPC@navy.mil to verify the most accurate listings.  When filling out the Signature Sheets in Sections 4.1.4 - 4.1.6, please use the following names.

	

	Department of the Navy,

Chief Information Officer
	Robert J. Carey

	

	Deputy Assistant Secretary of the Navy,

C4I
	Dr. Gary A. Federici

	

	Program Executive Office, C4I,

Program Executive Officer
	Christopher A. Miller

	

	Space and Naval Warfare Systems Command,

Command Information Officer
	Sarah K. Lamade
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_1302095456.xls
Sheet1

		Project Defininition Document (PDD) Clinger-Cohen Act (CCA) Compliance Table 
Insert Project Name and date

		Requirements Related to the Clinger-Cohen Act (CCA)		Compliance Source Document(s)		Paragraph or Figure /Table #		Applicable Statement from Source Document		CIO Review 
(for CIO to populate)

		***Make determination that the acquisition supports core priority functions of the Department		PDD (Section 1 - Purpose of Project). Other sources may be used in this table as well such as an AS, IA Strategy, AoA, ICD, CDD, CPD, APB, LCCE		Page _, section_; Page _, Section _		Page _ section _:		This section will state: Fully Compliant, marginally compliant, or non-compliant  - Presumed based on …

		*** Establish outcome-based performance measures linked to strategic goals.		PDD (Section 4e of PDD)		Page _, section _;		Page _ section _:		Fully Compliant - Presumed based on...

		*** Redesign the processes to reduce costs, improve effectiveness and maximize the use of COTS technology.		PDD (Section 2 of PDD)		Page _, Section _;		Page _ section _:		Fully Compliant - Program demonstrates…

		* No private sector or government source can better support the function.		PDD (Section 4, 6 or 7 of PDD)		Page _, section _;		Page _, Section _:		Fully Compliant - PMW __ is the appropriate manager…

		* An Analyses of Alternatives has been conducted.		PDD (Section 4 of PDD) This section often requires an additional document to satisfy the intent of the AoA		Page _, Section _;		Page _, Section _:		Fully Compliant - Presumed based on the __ alternatives examined in the …

		*  An economic analysis has been conducted that includes a calculation of the return on investment; or an LCCE.		PDD (Section 3 of PDD)		Page _, section _;		Page _, Section _:		Marginally Compliant -

		There are clearly established measures and accountability for program progress		PDD (Section 5 of PDD)		Page _, Section _;		Page _, Section _:		Fully Compliant - Program is evaluated …

		The acquisition is consistent with the Global Information Grid policies and architecture, to include relevant standards		PDD (Section 4f of PDD or IA Strategy documents)		Page _, Section _;		Page _, Section _:		Fully Compliant - Presumed based on compliance with CJCSI and JITC requirements…

		The program has an information assurance strategy that is consistent with DoD policies, standards, and architectures, to include relevant standards		PDD (Section 4f of PDD or IA Strategy doucments)		Page _, Section _;		Page _, Section _:		Fully Compliant - Program has established …

		To the maximum extent practicable, (1) modular contracting has been used, and (2) the program is being implemented in phased, successive blocks, each of which meets part of the mission need and delivers a measurable benefit, independent of future blocks.		PDD (Section 4c of PDD)		Page _ , Section _;				Fully Compliant - Presumed by…

				DoN or OSD		Last Update Date

		The system being acquired is registered.		DITPR-DON				DOD IT Portfolio Repository -DON (DITPR-DON): Registration number:		Fully Compliant

		* For weapons systems and command and control systems, these requirements apply to the extent practicable (40 U.S.C. §1451)

		** The system documents/information cited are examples of the most likely but not the only references for the required information.

		If other references are more appropriate, they may be used in addition to or instead of those cited.

		*** These requirements are presumed to be satisfied for Weapons Systems with embedded IT and for Command and Control Systems that are not themselves IT systems.
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(PM Signature)
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PROGRAM NAME HERE

Clinger-Cohen Act Support Brief

State Impending requirement: (Milestone Decision, Contract Award, both, or Compliance Only)

DATE

Briefed by:

NAME PM

PMW-

EMAIL

PH Number

Sample:

Statement D: Distribution authorized to Department of Defense (DOD) and U. S. DoD contractors only. Other 

requests must be referred to PEO C4I or the SPAWAR Office of Congressional and Public Affairs (SPAWAR 00P).

SPAWAR CIO Approved Template

Do NOT remove bumper Stickers at the bottom of pages or change page sequence.  Program Offices are authorized to update header, font size, add slide pages as necessary.
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Agenda

		Program Description 

		Acquisition Lifecycle Overview

		Milestones Event or Contract Award

		Anticipated MS or CA Date

		CCA Compliance

		11 Requirements

		Recommendation

		Supplemental Information
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Program Description

	

		What does the system do?

		Who does it support?

		Why is the system being developed?

		Relevant history (Transfer, redesign, etc)

		Include any OV or SV diagrams if available.





General description.







Program
logo
here



Acquisition Lifecycle Overview





		ACAT

		Requirements Documents

		Phase

		MDA

		T&E

		Mission Criticality

		Classification

		Type of System

		GIG Connection
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Program Milestones

		Milestone Dates (do not use chart, please list in bullet form as Month/ Yr in order)

		Milestone B		JAN 2002

		Milestone C		MAR 2005

		Etc…
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Clinger-Cohen Act Compliance

Core Mission Analysis Description

Outcome-Based Performance Measures 

Process Redesign

Sourcing Determination

Analysis of Alternatives

Economic Analysis

Program Status Measurement

Architecture and Standards 

Information Assurance Strategy

 Modular Contracting / Phased Implementation

 System Registration 

 Supplemental Information
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Core Mission Analysis





Make a determination that the acquisition supports core, priority functions of the Department.  DoDI 5000.2

Source Documents: Potential Sources - Mission Need Statement (MNS), Operational Requirements Document (ORD), Analysis of Alternatives (AOA), Initial Capabilities Document (ICD), JCIDS documentation



Intent of Slide:

		  The documented analysis (source documents) should validate the rationale supporting the relationship between the Department’s mission (core priority functions) and the function supported by the acquisition.  The government doesn’t want to waste money, so the intent is to establish the linkage between the DoD mission, the function supported, and the capability gap to show the program is “needed” to successfully fulfill our mission. This slide should showcase the summary/highlights within the source document(s) in the table to tell the program’s story.





Benchmark:  Validated mission need: Combat or weapon system or an integral part of a weapons system, Joint operations and support of the warfighter, Designated as a National Security System
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Outcome-Based Performance Measures 1 of 2

Source Documents:  Potential sources - Performance Measurement Plan, MNS, ORD, APB Organizational Strategic Plan, Mission Area Performance Plan, Initial Capabilities Document (ICD), Capability Development Document (CDD), Capability Production Document (CPD)



Intent of Slide:

		Programs are obligated to state the desired outcome, develop and deploy the solution, and then measure the extent to which they have achieved the desired outcome. Please do not list KPP’s. We are looking for Measures of Effectiveness (MOE’s) and how the system will be monitored after it’s deployed. Does the system accomplish what it was supposed to? If it isn’t fielded yet, please state what informal post deployment reviews will be conducted to assess whether the system’s expected thresholds for performance and strategic goals are being met. Do you plan to conduct a fleet survey? What is/will be the return on investment (ROI) from the system: time, money, efficiency? MAIS and MDAP systems require a formal Post Deployment Review (PDR) – (Continued on next page)

		Benchmark:  Outcome measures have been defined and clearly.



Establish outcome-based performance measures linked to strategic goals.  DoDI 5000.2
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Outcome-Based Performance Measures 2 of 2

		Further explanation of intent of slide:

		CCA requires the use of performance and results-based management in planning and acquiring investments in information technology (IT). 

		It is presumed that an acquisition has outcome-based performance measures linked to strategic goals if the acquisition has a Joint Capabilities Integration and Development System document

		IT, including NSS outcome-based performance measures are also referred to as measure of effectiveness (MOE’s)

		CCA intends to ensure programs shall:

		Ensure that performance measurements are prescribed for information technology programs used by or to be acquired for the executive agency and that the performance measurements measure how well the IT supports programs of the executive agency.

		Conduct post-implementation reviews of information systems to validate estimated benefits and document effective management practices for broader use.

		MOE’s should be:

		Written in terms of desired outcomes

		Quantifiable

		A measure of the degree to which the desired outcome is achieved

		Inclusive of both DoD Component and enterprise performance benefits
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Process Redesign

Source Documents: Some Potential sources - Acquisition Plan (AP), Business Case Analysis (BCA), MNS, Operational Requirements Document (ORD), COO, AOA, ICD, CDD, CPD



Intent of Slide:

		  Describe actions taken to redesign existing internal program office processes to reduce costs, improve/optimize effectiveness and efficiency, and maximize the use of Commercial Off-The-Shelf (COTS) technology.  If the acquisition program supports a newly developed process, describe the development of the process.

		  Benchmark:  “To be” processes have been defined and documented; acquisition strategy addresses use of COTS.  Enablement of future Business Process Reengineering (BPR)



Redesign processes that the system supports to reduce costs, improve effectiveness and maximize the use of COTS technology.  DoDI 5000.2
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Sourcing Determination

Source Documents: Potential Sources -  AOA, MDA approved Acquisition Strategy (AS), Market survey





Intent of slide:

		Summarize the analysis that shows that no private sector or government source can better provide the function. How was the determination made for the current effort? Why the PM/Program/PMW/PEO is the best choice to provide this service?

		Commonly referred to as the “outsourcing determination.” The Sponsor/Domain Owner determines that the acquisition MUST be undertaken by DoD because there is no alternative source that can support the function more effectively or at less cost.



No Private Sector or Government source can better support the function.  DoDI 5000.2

For C2 systems, this requirement applies to the extent practicable.
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Analysis of Alternatives

Source Documents: Potential sources - AOA, Business Case Analysis, Trade Survey, Cost and Operational Effectiveness Analysis (COEA) accomplished





Intent of Slide:

		  Identify and briefly discuss/summarize the alternatives examined prior to program initiation. Discuss the methodology and criteria used to evaluate alternatives. Tell the story of how the current technology choice was decided upon (cost, performance, etc).

		  Benchmark.  AOA considers new technology solutions such as web-enabled systems; AOA approved by Program Sponsor and Milestone Decision Authority (MDA).  Alternatives identified, Payback/ROI period identified.



An analysis of alternatives has been conducted.  DoDI 5000.2

For C2 systems, this requirement applies to the extent practicable.
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Economic Analysis

Source Documents: Potential sources - EA, LCCE, POE



Intent of Slide:

		For Automated Information System (AIS) programs, briefly describe the economic analysis to include a calculation of the Return On Investment (ROI).  For non-AIS programs, briefly describe the program LCCE. Please insert the LCCE chart and explain with a few bullets what was determined – is your program affordable? If you have a negative delta, what is your plan  to acquire money for your program? 

		Benchmark.  Thorough and well-documented ROI calculations; Cost/Benefit Analysis; LCCE presents a realistic appraisal of the level of cost most likely to be realized.



An economic analysis has been conducted that includes a calculation of the return on investment; or for non-AIS programs, an LCCE has been conducted.  DoDI 5000.2 

For C2 systems, this requirement applies to the extent practicable.











Program
logo
here



Program Status Measurement

Source Documents: Potential sources -  EVMS, CPR, Approved Acquisition Program Baseline (APB), AS, MSR, PSR, SAR, DAES, Customer Forums, Surveys





Intent of Slide:

		 Acquisition measures are clearly established measures and accountability for program progress. Describe the process and metrics for measuring program progress to include cost, schedule, and technical performance.

		Benchmark.  Metrics adequately measure current program progress; program control and MDA-level management insight process is clearly defined.  Key Performance Parameters (KPPs) identified, Periodic program management reviews, Quarterly metrics reviews.



There are clearly established measures and accountability for program progress.  DoDI 5000.2
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Architecture and Standards

Source Documents: Potential sources -  ICD, ISP, CDD, ORD, APB, and IA Strategy





Intent of Slide:

		Discuss Common Operating Environment

		Discuss GIG Compliance

		Describe program compliance with Global Information Grid (GIG) policies and architecture, including relevant standards.

		Benchmark.  For joint programs, the IT architecture developed in accordance with the GIG policies and appropriate provisions of the DoD C4ISR Architecture Framework Program and Joint Technical Architecture (JTA); program is compliant with DII COE Level 3 or higher.  Compliance with the Joint Technical Architecture, Defense Information Infrastructure, Common Operating Environment, and/or the C4ISR Architecture Framework, Compliance with the Global Information Grid (GIG) Capstone Requirements, Open systems architecture and Defense in depth approach.



The acquisition is consistent with the Global Information Grid policies and architecture, to include relevant standards.  DoDI 5000.2
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Information Assurance Strategy

Source Documents: Potential sources - IA Strategy



Intent of Slide:

		Show/state that the program information Assurance (IA) strategy is consistent with Department of Defense (DoD) policies, standards, and architectures. This slide should discuss risks and what is done for information assurance. Who has access to the system? How is data protected?

		Include IATO/ATO Status Table from IA Strategy, verify if IATO/ATO issued by NNWC (NETWARCOM)

		Benchmark.  Security elements (e.g. Availability, survivability, integrity, authenticity, confidentiality, and non-repudiation of information) identified.  IA requirements in ORD.  Designated Approval Authority identified. Statement of consistency with DOD policies, standards and architectures.  Completed (DITSCAP/DIACAP) accreditation.  Privacy Act compliance if applicable



The program has an information assurance strategy that is consistent with DoD policies, standards, and architectures to include relevant standards. DoDI 5000.2
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Information Assurance Strategy

The program has an information assurance strategy that is consistent with DoD policies, standards, and architectures to include relevant standards. DoDI 5000.2

*If the program has more than one version and multiple IATO/ATOs, add columns and give information as requested.  Use the Definition box to identify the various versions listed if necessary. See example on next slide, use whichever table is appropriate.  This table can be cut and pasted from the Information Assurance Strategy (IAS)

		DITSCAP Phases		Date

		 Phase 1: Definition*

		Phase 1 Draft SSAA completed (w/Appendices A-F)		N/A

		 Phase 2: Verification

		CT&E completed

		Phase 2 SSAA submitted

		IATO approved

		IATO expiration

		IATO/ATO Authorized by:

		 Phase 3: Validation

		ST&E completed

		Phase 3 SSAA submitted

		ATO Endorsement to NETWARCOM (SP 05)

		ATO Approved

		ATO Expiration

		IATO/ATO Authorized by:

		 Phase 4: Post-Accreditation

		Revise SSAA, as appropriate		TBD
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Information Assurance Strategy

The program has an information assurance strategy that is consistent with DoD policies, standards, and architectures to include relevant standards. DoDI 5000.2

		DITSCAP Phases		Date		Date		Date

		 Phase 1: Definition*		Inc. 1.2
Platform		Inc. 1.3
SSBN		Inc. 1.4
TBD

		Phase 1 Draft SSAA completed (w/Appendices A-F)

		 Phase 2: Verification

		CT&E completed

		Phase 2 SSAA submitted

		IATO approved

		IATO expiration

		IATO/ATO Authorized by:

		 Phase 3: Validation

		ST&E completed

		Phase 3 SSAA submitted

		ATO Endorsement to NETWARCOM (SP 05)

		ATO Approved

		ATO Expiration

		IATO/ATO Authorized by:

		 Phase 4: Post-Accreditation

		Revise SSAA, as appropriate
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Modular Contracting / Phased Implementation





To the maximum extent practicable, (1) modular contracting has been used, and (2) the program is being implemented in phased, successive increments, each of which meets part of the mission need and delivers a measurable benefit, independent of future increments.  DoDI 5000.2

Source Documents: Potential sources - AP, AS, ORD, 

Intent of slide:

		Under modular contracting, a system is acquired in successive acquisitions of interoperable increments. The CCA is concerned with modular/flexible contracting to ensure that each increment complies with common or commercially acceptable standards and that the increments are compatible with the other increments of IT comprising the system. The government needs to ensure the contract is flexible enough to deliver the needed services/capabilities to the ever changing IT environment.

		 Describe the extent to which a modular contracting approach is being utilized.  Describe the extent to which the program is being implemented in phased, successive blocks, each of which meets part of the mission need and delivers a measurable benefit, independent of future blocks.

		Benchmark.  Program schedule and milestones reflect phased



implementation approach; each block results in stand-alone functional capability. Development in iterations or spiral development methodology, Phased implementations, Use of multiple contracts, Identification of “usable assets”

 





FAR -- Part 39



Acquisition of Information Technology



Sep 2001



39.103 --  Modular   Contracting .

(a) This section implements Section 5202, Incremental Acquisition of Information Technology, of the Clinger-Cohen Act of 1996 (Public Law 104-106).  Modular   contracting  is intended to reduce program risk and to incentivize contractor performance while meeting the Governments need for timely access to rapidly changing technology. Consistent with the agency’s information technology architecture, agencies should, to the maximum extent practicable, use  modular   contracting  to acquire major systems (see 2.101) of information technology. Agencies may also use modular contracting to acquire non-major systems of information technology.



DoD 5000.2-R, June 2001

C2.9.3. Contract Approach

C2.9.3.1. Major Contract(s) Planned. For each major contract planned to execute the acquisition strategy, the acquisition strategy shall describe what the basic contract buys; how major deliverable items are defined; options, if any, and prerequisites for exercising them; and the events established in the contract to support appropriate exit criteria for the phase or intermediate development activity. The PM shall use modular contracting, as described in FAR Section 39.103 (reference (rr)), for major IT acquisitions, to the extent practicable. PMs shall consider using modular contracting for other acquisition programs. 







Program
logo
here



System Registration



DITPR-DoN ID#: 

Last updated:  (This should be within the last six months if not sooner)



IT Budget Line

NITE/STAR AIS ID:

Budget Identification Number (BIN):

The system being acquired is registered.  DoDI 5000.2
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Supplemental Information

		Supplemental Information

		Information can be supplemented by PSR/MSR Brief Slides (Document Status List), Status of Statutory/Regulatory Documents slides, etc.
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FMB/OSD/PB 09 Submission, $K

(Budget Exhibit Information or Affordability Slide)





TIPS:

This should be the most current official Budget submission information, please 

correct header as necessary (i.e.  PB08, DON09, etc).











Sheet1


			APPROPRIATION			FY06			FY07			FY08			FY09			FY10			FY11			FY12			FY13			FY06-13


			RDT&E																											- 0


			PROCUREMENT (OPN)																											- 0


			Operations and Maintenance, Navy (O&MN)																											- 0


			OCF ?																											- 0


			Totals			- 0			- 0			- 0			- 0			- 0			- 0			- 0			- 0			- 0
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FMB/OSD/PB 09, $K

IT Budget Submission Data





NITE-STAR AIS/BLI:

Source Documents:  NC33, NC36 Exhibits

TIPS:

This should be the most current official Budget submission information, please 

correct header as necessary (i.e.  PB08, DON09, etc).











Sheet1


			APPROPRIATION			FY06			FY07			FY08			FY09			FY10			FY11			FY12			FY13			FY06-13


			RDT&E																											- 0


			PROCUREMENT (OPN)																											- 0


			Operations and Maintenance, Navy (O&MN)																											- 0


			Totals			- 0			- 0			- 0			- 0			- 0			- 0			- 0			- 0			- 0














APPROPRIATION FY06 FY07 FY08 FY09 FY10 FY11 FY12 FY13 FY06-13


RDT&E


-            


PROCUREMENT (OPN)


-            


Operations and 


Maintenance, Navy 


(O&MN)


-            


OCF ?


-            


Totals


-            -            -            -            -            -            -            -            -            


APPROPRIATION FY06 FY07 FY08 FY09 FY10 FY11 FY12 FY13 FY06-13


RDT&E


-            


PROCUREMENT (OPN)


-            


Operations and 


Maintenance, Navy 


(O&MN)


-            


Totals


-            -            -            -            -            -            -            -            -            
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POR Name Here

		Clinger-Cohen Act (CCA) Compliance Table for PROGRAM NAME HERE

		Submittal Date:		CCA Event:

		CCA Requirement (Paragraph E4.2.2 DoDI 5000.02)		Compliance Source		Draft or Final		Latest / Pending Approval Date for Compliance		Page/s		Paragraph or Figure/Table #

		** Make a determination that the acquisition supports core, priority functions of the Department.

		** Establish outcome-based performance measures linked to strategic goals.

		** Redesign processes that the system supports to reduce costs, improve effectiveness and maximize the use of COTS technology.

		* No Private Sector or Government source can better support the function

		* An analysis of alternatives has been conducted.

		* An economic analysis has been conducted that includes a calculation of the return on investment; or for non-AIS programs, a Life-Cycle Cost Estimate (LCCE) has been conducted

		There are clearly established measures and accountability for program progress

		The acquisition is consistent with the Global Information Grid policies and architechure, to include relevant standards.

		The program has an information assurance strategy that is consistent with DoD policies, standards and architectures, to include relevant standards

		To the maximum extent practicable, (1) modular contracting has been used and (2) the program is being implemented in phased, successive, increments, each of which meets part of the mission need and delivers measurable benefit, independent of future increments

				DoN or OSD				Reg ID#		Updated		Comments

		The system being acquired is registered.		DITPR-DON

						BIN #		AIS Extension		Updated		Comments

		The system being acquired is registered.		IT Budget Line***

		NOTE: Systems documents/information cited are examples of the most likely but not the only references for the required information.  If other references are more appropriate, they may be used in addition to or instead of those cited.

		* For weapons systems and command and control systems, these requirements apply to the extent practicable (40 U.S.C. 1451)

		** These requirements are presumed to be satisfied for Weapons Systems with embedded IT and for Command and Control Systems that are not themselves IT systems.

		*** The program data loaded in DITPR-DON should match the program data loaded in the IT budget database NITE/STAR to ensure a 1:1 match.  Program financial information in NITE/STAR should be included if the system is registered as IT, and as soon as there are ‘controls’ in the budget planned or executed against the program.  PMs should coordinate NITE/STAR registration via their Budget Financial Manager (BFM).
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