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Chapter 11 -- Threat Support

References:

(a)  DoD Regulation 5000.2-R, Mandatory Procedures for Major Defense Acquisition Programs (MDAPs) and Major Automated Information System (MAIS) Acquisition Programs, March 15, 1996

(b)  SECNAVINST 5000.2B, Implementation of Mandatory Procedures for Major and Non-Major Defense Acquisition Programs and Major and Non-Major Information Technology Acquisition Programs, December 6, 1996
(c)  OPNAVINST 3811.1C, Threat Support to Weapons System Planning and Acquisition, 16 May 1995 (NOTAL)

(d)  USMC ORD Development Process Handbook, July 1998

1. -- Background.

A threat support analysis is required for all programs.

a.  Definition of a Threat.  A threat is defined as the sum of the potential strengths and capabilities that an adversary can bring to bear against US forces to limit mission accomplishment or reduce force, system or equipment (or the combination thereof) effectiveness.  A projected threat is an estimate of the combat systems, capabilities or changes in doctrine and strategy an adversary can be expected to develop and employ during a specified period.

b.  Threat Assessment -- When Required.  A threat assessment provides intelligence estimates of the operational threat environment, the threat to be countered, the system specific threat, reactive threat and technologically feasible threat, in an appropriate context necessary to support defense acquisition programs.  References (a), (b) and (c) establish the policies for production, review and validation of intelligence information in support of acquisition programs to ensure that each proposed system is mission capable in its intended mission environment.

2. -- Discussion.

The following paragraphs explain what threat information is, agencies that are sources for obtaining threat information, and when threat information is used.

a.  Threat Information.  When acquisition programs are initiated in response to a military threat, they must be based on current, authoritative projected threat information.  The projected threat environment must be fully defined during the planning of the acquisition program to assure that the product from the program fully responds to mission needs and eliminates or minimizes the degree of deficiency.  Threat identification and projections must be derived using Defense Intelligence Agency (DIA) produced or validated base documents which address a period 10 to 20 years in the future.  The Marine Corps Intelligence Activity (MCIA) is the organization that provides intelligence support for all Marine Corps acquisition programs.  MCIA also produces the Marine Corps Mid-Range Threat (year-to-year+10) and the Expeditionary Warfare Threat Environment Projection publications.  These publications serve as the initial threat documentation for Marine Corps acquisition programs.

b.  Content of Threat Information.  Threats (encountered and environmental) are initially summarized in the Mission Need Statement (MNS).  The determination that the mission need is based on a validated projected threat is one decision criteria used by the Milestone Decision Authority (MDA) to approve an acquisition program to enter into Phase 0.  Reference (a) requires that the Operational Requirements Document (ORD) contain a summary of the threat to be countered and the projected threat environment.  This threat information should reference DIA or MCIA approved documents and should be validated by the Director, MCIA.  The Office for Naval Intelligence (ONI) and MCIA produce composite threat assessments to support specific classes of weapons development and acquisition programs that are updated bi-annually.  The executive summary from the most current and applicable ONI or MCIA-produced threat assessment may be used for a threat overview summary.  In a non-warfighting system, the threat may be listed as not applicable.

c.  Requirement for Threat Assessment.  Reference (c) indicates that threat support is normally provided in the form of threat or capabilities publications, or System Threat Assessments (STAs).  Initial threat assessments shall be prepared by MCIA to support program initiation, usually at MS-I, and serve as the system threat reference for all other documentation.  This threat process.  assessment must be maintained in a validated status throughout the acquisition.  System specific threat projections should be prepared for consideration at every milestone decision point, if required.  A threat assessment is required for all programs.  Reference (b) Part 2, states, “Life cycle threat assessment and intelligence support for ACAT I, II, III, and IV programs shall be provided in accordance with reference (c)”.

d.  When Threat Information is Used.  References (a) through (c) dictate that threat support is required for all programs designated for Defense Acquisition Board (DAB) action.  Threat information for acquisition programs subject to review by the DAB, ACAT ID designated programs and ACAT IC programs at MS-0 or MS-1, must be validated by DIA.  The threat will be focused against the major US system at its Initial Operational Capability (IOC) date and at ten years beyond.  ONI or MCIA will produce an STA for each Major Defense Acquisition Program (MDAP), developed during its Concept Exploration phase (Phase I).  The basis for the threat contained in the STA is validated in the form of a DIA Intelligence Report of ACAT ID and ACAT IC (MS-0 and MS-I) programs.  An Intelligence Report by the Assistant Chief of Staff C4I, Headquarters, Marine Corps (HQMC) is required for ACAT IC programs beyond MS-I.  Reference (c) provides detailed information on the content of intelligence reports.  Paragraph 3 below, provides the Marine Corps System Command’s threat assessment process.

e.  Optional Development of Threat Information.  System Threat Assessment format for ACAT IC, ACAT II through IV programs is optional, however, the analysis is not.  Per reference (c), a validated STA may be required:

•  Upon establishment of a Project Office, or research and development project

•  When instituting an operational performance improvement program for an existing system

•  When threat information in ONI or MCIA threat assessments is determined inadequate

f.  Sources of Threat Information.  The threat assessment is produced by MCIA and validated by the Director, MCIA.  Most mission needs are derived or are driven by the projected threat.  Therefore, the Program Manger (PM) must establish and maintain continuous liaison with the Requirements Division, Marine Corps Combat Development Command (MCCDC), and MCIA to ensure the timely availability of validated threat information and program threat guidance and to determine the degree of support that is required.

3. -- The Process.

MCIA has a representative as a member of the Senior Analysis of Alternatives (AOA) Oversight Integrated Product Team (IPT).  This member keeps MCIA informed on current and projected programs.  Within the Marine Corps Systems Command (MARCORSYSCOM), the program level IPT uses the intelligence threat assessment developed from the AOA to evaluate the initial threat assessment.  To obtain intelligence support, the PM submits a letter to the Director, MCIA, with a copy to Commanding General, Marine Corps Combat Development Command (CG, MCCDC), Attn:  Requirements Division (See Figure 11-1), requesting the support desired.  MCIA, with support from the PO and the Requirements Division, requires a nine-month lead to develop, produce and validate the appropriate threat information document.  The most current and applicable MCIA-produced threat assessment, or if necessary a new STA, will then form a part of the program documentation.  This threat documentation will be the primary threat reference for a threat statement in all program documentation that contains threat information and is developed to support the milestone decision review.
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Figure 11-1.  Threat Assessment Process
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