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DEFINITION

The TRR is a multi-disciplined technical review
designed to ensure that the subsystem or system
under review is ready to proceed into formal test.
The TRR assesses test objectives, test methods
and procedures, scope of tests, and safety and
confirms that required test resources have been
properly identified and coordinated to support
planned tests.
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General Information/Narrative

« TRR verifies the traceability of planned tests to program
requirements and user needs

« TRR determines the completeness of test procedures and
their compliance with test plans and descriptions

« TRR as atool can be used to support all tests in all phases
of an acquisition program

« TRR should be tailored to the specific acquisition phase,
the specific planned tests, and the identified level of risk
within the program

« TRR scope should align with the requirements verification
matrix in the programs SEP
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TRR should answer the following questions:

« Why are we testing? What is the purpose of the planned test? Does the planned test verify
a requirement that is directly traceable back to a system specification or other program
requirement?

« What are we testing (subsystem, system, system of systems, other)? Is the configuration
of the system under test sufficiently mature, defined, and representative to accomplish
planned test objectives and/or support defined program objectives?

« Are weready to begin testing? Have all planned preliminary, informal, functional, unit-
level, subsystem, system, and qualification tests been conducted, and are the results
satisfactory?

« What is the expected result and how can/do the test evaluation results affect the program?

. Is the planned test properly resourced (people, test article or articles, facilities, data
systems, support equipment, logistics, etc.)?

« What are the risks associated with the tests and how are they being mitigated?
 What are the hazards and ESOH risks associated with the specific testing?

 Have the necessary Safety Releases from the PM been provided to developmental and
operational testers prior to any test using personnel?

« What is the fall-back plan should a technical issue or potential showstopper arise during
testing?
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A look at DoDI 5000.02

DODI 5000.02 released 7 Jan 2015 — signed by USD/AT&L, DOT&E and DoD CIO (acting).

154 TOTAL PAGES

Regulation - 31 pages

Table of Contents - 7 pages

References - 4 pages (83 references)

Enclosure 1: Acquisition Program Categories and Compliance
Requirements - 30 pages

Enclosure 2: Program Management - 8 pages

Enclosure 3: Systems Engineering - 8 pages

Enclosure 4: Developmental Test and Evaluation (DT&E) - 8 pages
Enclosure 5: Operational and Live Fire Test and Evaluation (OT&E
and LFT&E) - 14 pages

Enclosure 6: Life-Cycle Sustainment - 6 pages

Enclosure 7: Human Systems Integration (HSI) - 2 pages
Enclosure 8: Affordability and Investment Constraints - 5 pages
Enclosure 9: Analysis of Alternatives (AOA) - 2 pages

Enclosure 10: Cost Estimating and Reporting - 7 pages

Enclosure 11: Requirements Applicable to All Programs Containing
Information Technology (IT) - 5 pages

Enclosure 12: Defense Business Systems (DBS) - 4 pages
Enclosure 13: Rapid Fielding of Capabilities - 10 pages

Glossary: vector to

N
®

Department of Defense

INSTRUCTION

6 Acquisition Models: serve as examples and starting points that can and should

be tailored to the actual product being acquired
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So what does DODI 5000.02 say about TRRs?

“Test Readiness” appears 6 times

* Enclosure 1: Table 6. Exceptions, Waivers, and Alternative Management and Reporting Requirements
Case 1: When an MDAP proceeds with implementing a TEMP that includes a

Program Manager

developmental test plan disapproved by DASD(DT&E).
SEC. 904, P L. 112-239 (Ref. (| fo USD(AT&L) i
¢ Case 2: When an MDAP proceeds to IOT&E following an assessment by ’ (Ret. ()) gungre{ss o
DASD(DT&E) that the program is not ready for operational testing.
STATUTORY
DT&E EXCEPTION = The report due for Case 1 must include a description of the specific aspects of the DT&E plan determined to be inadequate; an explanation of why the program
REPORTING disregarded the DASD(DT&E)'s recommendations; and identification of the steps taken to address the concemns of the DASD(DT&E).

= The report due for Case 2 must include an explanation of why the program proceeded to I0T&E despite the DASD(DT&E) findings; a description of the aspects of the
TEMP that had to be set aside to enable the program to proceed to IOT&E; a description of how the program addressed the specific areas of concern raised in the
| assessment of operational test readiness]and a statement of whether IOT&E identified any significant shortcomings in the program.
= The USD{AT&L) will compile all such exception reports and annually, not later than 60 days after the end of each fiscal year through 2018, submit a report on each

case to the congressional defense commitiees.

* Enclosure 4: Developmental Test and Evaluation (DT&E)
5. DT&E PLANNING CONSIDERATIONS
a. The Program Manager will:
(4) Identify each developmental test phase or major developmental test event as a contractor or government
DT&E. All programs will plan for the conduct of DT&E and/or integrated testing to provide confidence in the
_system design solution. Each major developmental test phase or event (including [Test Readiness Reviews) |
will have test entrance and exit criteria.|The developmental test completion criteria (customer needs) will

dictate what data are required from the test event.
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DODI 5000.02 Test Readiness References (continued)

* Enclosure 4: Developmental Test and Evaluation (DT&E)
6. DT&E EXECUTION, EVALUATION, AND REPORTING
a. DT&E Execution. As the Program Manager executes the program’s strategy for the DT&E, the Program Manager
and test team will develop detailed test plans for each developmental test event identified in the TEMP. Test plans
must consider the potential impacts on personnel and the environment in accordance with 10 U.S.C. 4321-4347
(Reference (ag)) and Executive Order 12114 (Reference (ah)). The Program Manager, in concert with the user and
T&E community, will provide safety releases (to include National Environmental Policy Act documentation, safety,
and occupational health risk acceptance in accordance with section 16 in Enclosure 3 of this instruction) to testers
prior to any test that may impact safety of personnel. Al Test Readiness Review will be conducted for those events |
lidentified in the TEMP. |

* Enclosure 4: Developmental Test and Evaluation (DT&E)
6. DT&E EXECUTION, EVALUATION, AND REPORTING

b. DASD(DT&E) Program Assessments. For MDAPs, MAIS programs, and USD(AT&L)-designated special interest
programs, the DASD(DT&E) will provide the MDA with a program assessment at the Development Request for
Proposal Release Decision Point, Milestones B and C, and|updated to support the Operational Test Readiness |
or as requested by the MDA or Program Manager. The program assessment will be based on the completed
DT&E and any Operational T&E activities completed to date, and will address the adequacy of the program
planning, the implications of testing results to date, and the risks to successfully meeting the goals of the remaining
T&E events in the program.




ZaJ ' in DoDI 5000.02

Defense Acquisition University

30f3

DODI 5000.02 Test Readiness References (continued)

* Enclosure 5: Operational and Live Fire Test and Evaluation (OT&E and LFT&E)
11. OPERATIONAL AND LIVE FIRE T&E EXECUTION.
Figure 9. Operational or Major Live Fire Test Event: Planning, Approval, Execution, and Reporting

Test
H {:mc;]][ Test Plan REﬂdII'ESS| Execute Test R@pﬂt I —}
Bri Review ——

Repeat As Required

» Enclosure 5: Operational and Live Fire Test and Evaluation (OT&E and LFT&E)
12.|OPERATIONAL TEST READINESS.lThe DoD Components will each establish an|Operational Test Readiness Review |
process to be executed for programs on DOT&E oversight prior to any Operational Test. Prior to IOT&E, the process will
include a review of DT&E results, an assessment of the system’s progress against the key performance parameters, key
system attributes, and critical technical parameters in the TEMP, an analysis of identified technical risks to verify that those
risks have been retired or mitigated to the extent possible during DT&E and/or OT&E, a review of system certifications, and
a review of the IOT&E entrance criteria specified in the TEMP.
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Failed DT&E Assessment informing OTRR Requires
Exception Reporting

DT&E TRRs must have Entrance/Exit Criteria
DT&E events identified in TEMP require TRR
DT&E Assessment supports OTRR

OTRR required as part of each OT&E

OTRR process required for programs on DOT&E

oversight
o review of DT&E results
o assessment of system’s progress against KPPs, KSAs and CTPs

o analysis of identified technical risks to verify retired/mitigated during
DT&E / OT&E

o review of system certifications
o review of the IOT&E entrance criteria specified in the TEMP



EAU Value of Test Readiness Reviews

Defense Acquisition University

TRR should answer the following questions:

1.
2.
3.

10.
11.
12.

13.

1|

-
-

Why are we testing?
What is the purpose of the planned test?

Does the planned test verify a requirement that is directly traceable back to a system
specification or other program requirement?

What are we testing (subsystem, system, system of systems, other)?

Is the configuration of the system under test sufficiently mature, defined, and representative to
accomplish planned test objectives and or support defined program objectives?

Are we ready to begin testing?

Have all planned preliminary, informal, functional, unit level, subsystem, system, and
gualification tests been conducted, and are the results satisfactory?

What is the expected result and how can/do the test evaluation results affect the program?

Is the planned test properly resourced (people, test article or articles, facilities, data systems,
support equipment, logistics, etc.)?

What are the risks associated with the tests and how are they being mitigated?
What are the hazards and ESOH risks associated with the specific testing?

Have the necessary “Safety Releases” from the Program Manager (PM) been provided to
developmental and operational testers prior to any test using personnel?

What is the fall-back plan should a technical issue or potential showstopper arise during
testing?

ACQuipedia | Ax\0 ‘
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Typical TRR success criteria including the following:

Completed and approved test plans for the system under test,
Completed identification and coordination of required test resources,

The judgment that previous component, subsystem, and system test
results form a satisfactory basis for proceeding into planned tests,
and

Identified risk level acceptable to the program leadership.

A.. AcgNotes

A Simple Source of DoD Acquisition Knowledge

notes for the Aerospace Industry
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from DAU TST204

A TRR is usually used for system-level DT, but
can be used prior to other test phases

— Testers often conduct TRRs at various pre-determined
points, leading up to the start of test

— Some organizations conduct a TRR prior to every
scheduled test event
 PMs typically chair & execute TRRs for major
developmental test events (such as the TRR
prior to the start of a major test phase)

— Chief Developmental Testers also chair TRRs, in some
organizations
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* Objective: Assess the readiness of the system,
concept, or force development product; support
packages; instrumentation; test planning; evaluation
planning; and any other area required to support the
successful conduct of the test or experiment.

« Members: Minimum membership includes the PM/
Materiel Developer, the operational and
developmental testers, and the system evaluator.

 Four principal components of a TRR:

— System under test
— Test plan

— Test resources

— Pre-test training

Reference: Army Pamphlet 73-1



Ax\B Army TRR Working Group

Defense Acquisition University

TRR objective is to determine what actions are required to
assure resources, training, and test hardware will be in place to
support the successful conduct of the test, and to ensure that
T&E planning, documentation, design maturity/configuration,
and data systems have been adequately addressed.

TRR working group is typically composed of the principal T&E
WIPT members / stakeholders:

1.

©® N @ o A W N

PM / Materiel Developer / Chief Developmental Tester.

Requirements / user community representative (TRADOC Capability Manager, for the Army)
Lead DT&E Organization.

Operational Tester.

Test Analyst / System Evaluator.

Logistician.

Trainer.

Others, as required.

Reference: Army Pamphlet 73-1
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« TRR package consists of the following:
(1) Coordinated TEMP.
(2) Test Plans.
(3) Safety Assessment Report (60 days prior to start of test).
(4) Environmental Impact Documents (120 days prior to start of test).
(5) Description of test item configuration.
(6) RAM Failure Definition/Scoring Criteria.

(7) Status of System Support Package (SSP), New Equipment Training,
MANPRINT, Instrumentation, Data Collection/Reduction Facilities.

(8) Supportability IPT approved Supportability Strategy.
(9) Airworthiness release or statement, if required.

(10) Status of software.

(11) Safety Release.

(12) Contractor or other test data.

(13) Test milestones.

Reference: Army Pamphlet 73-1
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NAVAIRINST 4355.19D

Enclosure (1) Systems Engineering
Technical Review Process Handbook

INSTRUCTION 4855.19D

NAVAIRINST 4355.13D
ATR-2.0/5.0/6.0

- - Subj: SYSTEMS ENGINEERING TECHNICAL REVIEW PROCESS
. est Readiness Review U

System, of 12 May 03

(1) Coordinated TEMP. o

(d) USD(ATSL) Memorandum, Policy Addendum for Systems
Engineering in Dob, of 20 Feb 04
{e} USD(AT:L) Memorandum, Bolicy for Systems Engineering,

(2) Test Plans. o S L 30, St s pereon o5
(3) Safety Assessment Report (60 days prior to start

and Competit of

of 24 hugust 07
(n} NAVATRINST 4200.3&(]

Capebilities Integration and Development System, of
) Systems Engineering]

(4) Environmental Impact Documents (120 days
prior to start of test). T Ryt Test Restinass tevier

Naval Systems Engineering Guide, of Dct 04
Engineering Technical Reviews

NAVSO 23630, o Sep O (NOTAL)
yocoms Engineering Plan Preparscion Guide,
Versien 2,01, of
) NAvAIRINST 3e0
NARIRDNST 3050
Comnand (NAVAIR) prograns. 1. TRR Purpose - The TRR is a technical assessment establishing
the configuraticn used in test to ensure that the system has =
. . . . . reasonable expectation of being judged operaticmally effective
5 Descn tion Of test item Confl uration ind smitanle. The TRR is a mitiodiseiplined prodict and
. process assessment to ensure that the subsystem, system, or
systems of systems has stabilized in configuratien and is ready
. T . . . to proceed into formal test. The TRR assesses prior unit level
and system integration testing adequacy, test plarning, test
allure Definition/Scori ng riteria. ST A I Nieer im i me
determines if required test resources have bsen properly
identified and coordinated to support planned tests. The TRR
werifies the traceability of planned tests to program, |
7 Status Of S stem Su ort Packa e SSP NeW smgineasing, analysis, and cesrificasion regiisemence.  The TRR
) determines the completeness of test procedures and their
compliance with test plans and iptions. The TRR
M M M M the impact of known discrepancies to determine if testing is
Equipment Training, MANPRINT, Instrumentation e T R
1 H 1 TRR must be planned, managed, and followed up to be an effective
system analysis and control tool

Data Collection/Reduction Facilities. e ntegeet page ot he o8 prasess e TeE (crisieet atemems

of system analysis and control; part of the verification loop).
The SE process permeates the entire life cycle of an acquisition
-y -y program to include TSE. Rdditicnally, TiE is an important tool
8 Su Ortabl I It I PT a roved Su Ortabl I It to identify and control risk. Although this template
principally addresses the TRR specified in references (a] and
(b} to support a readiness for a system to proceed into system
level DT, the TRR process is equally applicable to all tests in
trategy i ot e e e aei a
. determine if maturity of a software product or integrated set of
software products is of a sufficient level to proceed into any
- - . - type of testing. BPM's and their respective TsE IPT's should
9) Airworthiness release or statement, if required LI T Em e e e
] " acquisition phase, the specific planned tests, and the
identified risk level of their respective programs. The level
of specific risk will vary as a system proceeds from COmponent
level, to system level, to systems of systems level testing. A
tatus of software. T e e L
identify and manage risk, and catch problems earlier in the
development cycle. Early component level test may not reguire

( 1 1) Safety Re|e ase. it il e A
(12) Contractor or other test data.

(13) Test milestones.



~ TRR Checklist

Defense Acquisition University

“Systems Engineering for Mission Success”

~ 145
Questions

Test Readiness Review

Name of the program being reviewed / date

Program Risk Assessment Checklist (17 way 2007 version)

OVERVIEW: Although the checklist can be printed and completed as a "hard copy”, it is designed to be completed electronically as an Excel
spreadsheet. When viewed electronically, the small number buttons in the upper left corner of the screen are used fo select the level of

indenture for the questions in the checklist. A left mouse click on a number button will expand or collapse the entire checklist to the desired

Name / Code / Technical Specialty of reviewer

level. A left click on the "+" symbol in the left margin of the spreadsheet will expand the level of indenture for that section. A left click on the
" symbol in the left margin of the spreadsheet will collapse the level of indenture for that section. The buttons in Row 11 run specific
macros. The buttons in Column A allow a user to designate and sort specific questions as "Special Interest” (i.e., High Priority, Flagged,

Question). The colored buttons in Row 11, Column C allow the user to sort questions by Technical Discipline, to provide a Level 1 roll-up of
the risk characters assigned, or to hide specific information. For example selecting the "Logistics” button results in the display of all Level 1
Logistics-related questions and assigned information. All other questions will be

hidden.

COMPLETING THE CHECKLIST:

1. In the upper right corner of the checklist, enter the name of the program being reviewed, the date(s) of the review, along with the name,

code and
by di entry or left clicking i h box to acti
play @ érow 5). Selec
summary of d k character (e

technical specialty of the person(s) completing the checklist.

2. A'Risk Character" (ie., R/ Y/ G/ U/ NA) should be assigned for €
"drop
down" menu. The assigned Risk Characters will automatically total and
ofa
summary tab (Excel "Sheet") at the bottom of the checklist will provide
selecting

CAUTION: Entries, changes, delefions or comments should only be made on the checkiist. Any entries entered directly on the
summary pages will no be recordedwithin the checklist and will disable linkage befween the checklist and the summary pages.

SAVING THE CHECKLIST: Save the completed checklist in a new file with a unigue name such as "UAV TRR 8Feb07ajo".

M., — —

"/ E— Hide TD | m [FideNA| [UnhideNA|
Risk Character

L 19Aa7]

Based on NAVAIRINST 4355.19D

1. TRR Planning

2. Logistics

3. Test Program Schedule

4. Test Program Staffing

5. Test Plan/Process Review

6. Management Metrics relevant to
Planned Test

7. Test Program Risk Assessment

8. System Under Test Requirements

9. System Under Test

10. Completion/Exit Criteria

Comments / Mitigation

| R =Red, G = Green, NA = Not Applicable|
5 ial Technical
In:]eerc::t - Diescciglli?e - Legend: U |NA ltem
Level 1 1. Test Readiness Review (TRR) Planning 1
prugrar;'lmatic:, 0
T&E, technology,
training, software



http://acqnotes.com/Attachments/DoD Test Readiness Review Checklist.xls
http://acqnotes.com/Attachments/DoD Test Readiness Review Checklist.xls

Websites
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http://www.dote.osd.mil/ http://www.acq.osd.mil/dte-trmc/index.html

The Office of the Director, Deputy Assistant Secretary of Defense for
DOT E Operational Test:and Evaluation / Developmental Test & Evaluation /

Director, Test Resource Management o}

Center

Home About News Guidance Publications Organization Links

. Home DT&E C Publications ContactUs
Guidance
S0t Deputy Assistant Secretary of Defense, Developmental Test and E ion (DTAE) External Links
. for OTSE of C: ity in isition Programs 2014 August The Office of the Deputy Assistant Secretary of Defense, Developmental Test and Evaluation = DOTAE
. § 4 (DT&E) was established within the Office of the Assistant Secretary of Defense, Research and . DAG Guidebook
Guigance on fie Lse and Design of Sveys In OTSE 2014 June Engineering effective June 23, 2009. The DASD({DT&E), serves as the principal advisor to the Office . ATSL
2013 of the Secretary of Defense and the Under Secretary of Defense for Acqui n, Technology and ASD)
o (R&E)
) ) I y » . ) ) Logistics in matters relating to DT&E in defense acquisition programs. The Weapon Systems O G T T G TS
* Best Practices for g the quacy of Designs Used in Operational Test and Evaluation 2013 July Acquisition Reform Act of 2009, which amends Title 10, U.S. Code (now formally known as Title 10,

U.S. Code, Section 139d), assigns the DASD, DT&E authority to assess system performance across STATTAE Center of Excellence

2012 Major Defense Acquisition Programs including:

* Changes to Approved Operational Test Plans 2012 December

+ Independent OTSE Suitability Assessments 2012 October -+ Program Oversight Better Buying Power 3.0
- Policy and Guidance
2011 - Test and Evaluation Strategy (TES) / Test & Evaluation Master Plan (TEMP) approval (with
DOTSE)

* Timeliness of OT&E Plans 2071 June - Advocacy for Acquisition DT&E workforce
- Component T&E Capability

2010 - Annual Report to Congress

* Guidance on the use of DOE in OT&E 2070 October

4 ) 4 DT&E is also responsible for evaluating DT&E capability within the Department of Defense. This
SUse ol Froduckon-Representafive Test Afticles for JOTRE 2010 October increased authority acknowledges the critical role of DT&E in systems acquisiiion and highlights the
* Desi of Programs for OSD Operational & LFT&E Oversight 2010 September need to emphasize DT&E much earlier in the acquisition life cycle
* Guidelines for OT&E of Information & Business Systems 2010 September

* Timely Provision of Test Data 2010 May

DASD(DT&E) is now a collaborative partner with DOT&E to ensure acquisition decisions are

R ! : supported with the right T&E information. The DASD(DT&E) also will partner with OSD acquisition
* Standardization of Hard Body Armor Testing 2010 Apri organizations and Compenent Acquisition Executives to ensure each acquisition program is

* Timely Anaysis & Reporting of T&E Results 2010 Aprif supported by an appropriate DT&E strategy

* Reporting of OT&E Resulls 2070 January

‘ DoD Inspector General ‘ Privacy & Secarity ‘ Freedom of Information E)tzmaleszclamErl AccessiviltySection 503 | DoD Mo FEAR Act | Wb Policy ‘ sszap| UsAgov | Help ‘ Glossary ‘
2009

* T&E Initiatives 2009 November
* Modification of Systems Subject to Survivability Testing Oversight 2009 May
* Using DOE for OT&E 2009 May
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DASD(SE) Website

Office of the Deputy Assistant Secretary of Defense (ODASD) Whats New | Events | Subject Index | Acronyms
[Search =

Policy & Guidance d n & Training Acqui am es Initiatives Outreach

Print (&  Font Size: (& (=] Reset

POLICY

This page provides links to DoD policy related to defense acquisition including Service systems enaineering policies, modeling and simulation,
program protection and system assurance, and system safety.

Expand All Collapse All
= ElDefense Acquisition and Systems Engineering

Department of Defense Directive 5000.01. The Defense Acquisition System
May 12, 2003, Certified Current as of November 20, 2007

[= Interim Department of Defense Instruction 5000.02, Operation of the Defense Acguisifion System
November 23, 2013

= Department of Defense Instruction 5134.16. Deputy Assistant Secretary of Defense for Systems
Engineering (DASD(SE
August 19, 2011

= Department of Defense Instruction 414067, DoD Counterfeit Prevention Policy
April 26, 2013

= Department of Defense Instruction 4245 14 DoD Value Engineering (VE) Program
October 26, 2012

= OUSD(ATEL) Memaorandum, Document Streamlining - Life-Cycle Sustainment Plan (LCSP)
Seplember 14, 2011

= OUSD(ATEL) Memorandum, Expected Business Practice: Document Streamlining - Program Protection

Flan, Attachment: Program Protection Plan Outline and Guidance
July 18, 2011

= OUSD(ATAEL) Memorandum, Expected Business Practice: Document Streamlining- Program Strategies
and Systems Engineering Flan, Attachments: Systems Engineering Plan (SEF) Outline. Version 1.0 |
Technology Development Strateqy/Acquisition Strateqy (Sample Quiline)

April 20, 2011

= OUSD{ATAL) Memorandum, Expected Business Practice: Post-Critical Design Review Reports and
Assessments [POF. 47KE]
February 24, 2011
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Mandatory SEP Tables

Revision Log of Changes Made and Description of
Number DHtE Reason Changes Al By S EP U p d ate Reco rd
0.7 Addressed Lead Systems Enaineer’s (LSE'’s)
REQUIRED MEMORANDA OF AGREEMENT
ol ) Interface .
Interface Cooperating Control | Required By Date Impact if Not M emoran d a Of Ag reemen tS
L Agency A : Completed
0l uthority
B Certification PMO Activities to Obtain Certification Expected
B Team/PoC Certification® Authority Certification Date

Certification Requirements*

[m]
|

Technical Performance Measure

pX

S

ead

XXX Details Area

Alrvyarthingo o Afraomao 1IDT 20 V9D
] rson (by Fu.rf;rigr:wg:ngfgr:mga“on) Team Role, Responsibility, and Authority Products and Metrics I PT Team Detal I S*
SE e Program Office Role: IPT Purpose Products:
Name Respon | KPP | Perfor PDR MS B CDR MS C FRP
H sible or mance | Status | Status | Status | Status Status
H Position | KSA | Spec. | Actual | Actual | Actual | Planned | Planned
/IPT
1 jamic Drag SE |PT 220 187 187

XXX Review Details (For this acquisition phase, fill out tailored

criteria, etc.)

Chairperson

Identify the Technical Review Chair (Normally the LSE)

Technical Review Detailsi’\(

f Mapping Key Design Considerations into Contracts . . .
Cognizant Socumentaton | _Contractual Design Considerations
Name (Reference) PMO Certification oc::mteln E iy Requirements Description/Comments
org (fues; My (CDRL #)
SE Tradeoff Analysis for (MS B) Provide the systems engineering trade-off analysis
A R&M Engineerin . L. - :
Activity Planning and Timing R&M Activity Planning
R&M Allocations and Timing *
m R&M Bl > - ] Tion/ oili
) REMPr Engineering Too Purpose Position/IPT Responsibility
IMS . .
F -
q ga'“:irr? 0 IBM®Rational® Requirements Traceability and SE IPT/Rgmts Manager En g Ineerin g
|| CP 91 DOORS® Verification Methodology and TOOIS
R Fa_||_urel_l~ Completion
i and C':__r"\t/:(é%':'; Requirements Requirements Verification
( ——1 Verification Matrix
dE Maintair

Data-driven SEPs enable assessment of Execution to Plan
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Mandatory SEP Figures

Fiscal Year

12

13 14

15

17 18 19 20 21 22 23 24

26

Guarter

12 34

12 34f1 234

1234

123412341 234[1 23412341 2341234123412 3a]

2 34

Requirements

1=0ana
Bt~

=lelm]

<P

= tocok

Acquisition
Decision Points

Technology Development

| P

oduction  Deploym|

LRIF ¢ OTE

[masc | I

Technical Risks

R1. Failure to meet TOC reduction goals

Continue current plan; expedite cufflyoke redesign (Dec 2015)

Consequence

Mitigation Activities (Closure Dates)

12311

may

R2.
com

PEO

PM

1.Pij

o

Program Procury
CocDros ’ I .

o1.
prac|

Full Time Equivalent Per Year

1600

EMD Yearly Headcount Profile

1400

CDR |
2008 ——

1200

1000

800

600

Systems
Engineering IPT

]

- .. I Airv-ehicle
Demonstrated ProjectedReliability

Risk Matrix i'\(

Technical Schedulei’\(

Program Office Organization pAe

Program Technical Staffing pAS

IPT/WG Team Hierarchy

Reliability Estimate A SPECHCATION VALDE . -
N F-”'" ‘j% ------- Reliability Growth Curve<
Specification Tree
I | I"-‘ERFORMANCE‘ |
R Reqts | : .
g | 1 conmacron WG \ Configuration
o
E S / - 7 | Management
= DYNAMICS " Submit | | [ Engineering | | = '
Cul E ghange —> CM/DM 1—> Review —> gg:{:gr;t':rg 1 Iné':::;znt Process
=i " | INTRASEGMEN] | equest ) . ! Board J L S
Systen| I I
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’AU Cybersecurity T&E Process Overview

A key feature of the Cybersecurity T&E Process is early T&E involvement in
test planning and execution.

« Test planning occurs in all six steps and is reflected in the TEMP.

« The Cybersecurity T&E Process is iterative, i.e., steps may be repeated several
times in different lifecycle phases due to changes in the system architecture,
new or emerging threats, and changes to the system environment.

« All steps are performed regardless of where the system enters the process.

MSA _Req

AN

Decision

MS B

< B/ \

Full Rate
MS C Production

AATT ATO/\ Decisi/oKReview

Materiel DRAF
Solution |A0A
@ Analysis J CDDJ
1

Technology
Maturation &
Risk Reduction

CDD

Engineering &
Manufacturing
Development

9 @

ASR SRR SFR PDR

DT&E
Assess-
ment

/."‘\

Production M

CPD i Deployment 0&S

DT&nEtO Q QQ

% e

DT&E OTRR IOT&E

Assess-
ment

Step 1 Step 2

Understand Characterize

T&E Steps Cybersecurity Cyber Attack
Requirements Surface

X

Step 3

Understand
Cybersecurity
Kill Chain

Step 4 Step 5 Step 6
Cybersecurity Operational Cyber Cyber Operational
DT&E Vulnerability Resiliency Evaluation
Evaluation

DoDI 8500.01, Cybersecurity, DoDI 8510.01, Risk Management Framework (RMF) for DoD IT




EAU Risk Management
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« Technology Risk * Risk Assessment
— Maturity of critical technologies _ Identification

(HW/SW) — Recommendations

* Engineering Risk — Mitigation/ risk burndown
— Technical and management risk of — Root Cause Analysis

a system throughout the lifecycle _
. : * Program Support Reviews
* Integration Risk
— Technology, component, platform, — Approved methodology
SoS integration — Rigorous/phased-based criteria

Top-Level Program Risks ® M etrics
ODDR&E Review Team Assessment ' .
— Manufacturing

— Software
— Reliability
— Integration
— Technical Management

e PDR/CDR Assessments

from Mandatory SEP Outline 2011




EAU Technical Performance Measures
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Reguirement Mandatory Table
« Provide an overview of measurement planning Name | Respon | KPP | Perfor | fOR | MSB | SDR | MSC | FRP
and metriCS SeleCtion proceSS, inCIUding PO/ISIiDt'iron KSA | Spec. | Actual | Actual | Actual | Planned | Planne
approach to monitor execution to established S paynami | SEIPT <222
plan, and identification of roles, responsibilities, feount) S —
and authorities for this process oy on
. .. . . Electrical SE IPT <201
« |dentify a minimum set of TPMs and intermediate Pover W)
goals and the plan to achieve them with as-of Operating [ SEIPT <99,00
Weight (Ib) 0
dates Range (nm) SE IPT >1,000
— Examples include TPMs for software, reliability, || fyaway | — e
manufacturing, and integration (humber)
Expectation Tailoring Guidance
» Programs use metrics to measure progress « Use TPMs and metrics appropriate for predicting
— Understand how to measure performance_to_ success with the current phase of the program.
plan
— What to measure with how much margin PSR Lessons Learned
« Management metrics are not collected, or are not
collected frequently enough, or used to monitor
program health
« EVMS does not provide insight and does not reflect
work being done
from Mandatory SEP Outline 2011 g .
» Lack of software metrics prevent accurate
awareness of software activities



Al Reliability Growth
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Requirement

« Use a reliability growth curve to plan, illustrate,
and report progress

— Growth curves will be stated in a series of
intermediate goals and tracked through fully
integrated, system-level test and evaluation
events

Mandatory Figure

{cy cles, hours, etc)

;

iate iife uniks

Demonstrated Projected|Reliability
| Reliability Estimate A<

SPECIHCATION VALUE

\ A i =~ Ideali\z:_eudGrowth CPD THHESHOLD VALUE

Quarter 1

|2|3|415]2]3]41|2|3|41|2|

Year (FY)

10 11 12 13

Contractor Dev Test
Gov Dev Test (DT)
MS-C

IOT&E

TEST | TESTPROGRAM

w
=
=

PLANNED

ACTUAL

ACTUAL CUM

System:

Date:

Remarks:

1. Demonstrated 1 Reliability Estimate — Statistical estimate of
reliabili ed on test data.

Expectation

» Understand the amount of testing, test schedule
and resources available
— Develop the growth curve as a function of
appropriate life units (hours, cycles, etc.,)
— Understand how starting point was determined
— Tie rate of growth to realistic metrics of initial

failure rate to be addressed by corrective
actions and corrective action fix effectiveness

— Describe growth tracking & projection
methodology

Tailoring Guidance

PSR Lessons Learned

Optimistic software productivity, reuse and growth

estimates

Insufficient efforts to design-in reliability and
maintainability, including diagnostics

Highly concurrent, success oriented test schedules

Aggressive schedule lacks adequate time for
corrective actions



EAU Additional Policy Changes

* Chief Developmental Tester
(CDT)

 LEAD Developmental Test
Organization (LDTO)

« STAT - Factors/Levels



) Summary: “It depends”
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“All programs will plan for the
conduct of DT&E and/or
_’ Integrated testing to provide
confidence in the system design
solution... customer needs will
dictate what data are required
from the test event...”

DoDI 5000.01 7 JAN 2015

ONE SIZE

FITS ALL " “DOT&E has no default criteria for

acceptable test risks. The rationale for
the selection of test risks should derive
from the specifics of each program....”

DOT&E TEMP Guidebook 28 May 2013



Questions




