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Cybersecurity:  Operational Resilience



RESILIENCY

2

Cyber resiliency – the ability of 

systems to anticipate, continue to 

operate correctly in the face of, 

recover from, and evolve to better 

adapt to advanced cyber threats 

Security focuses on achieving the 

security objectives of 

confidentiality, integrity, & 

availability 



TAKEAWAY

• Understanding Threat & 

System Environment to 

develop your 

cybersecurity 

“Operational Resilience”

• Articulating “tradeoffs” to 

prioritize and grade 

deployment of 

cybersecurity capabilities

• Understanding how to “fit” into the operational 

environment for overall  contribution to Mission 

Assurance 



FRAMING THE PROBLEM

The Threat



IN THE NEWS

Critical Infrastructure needs to be Resilient



WE ARE VULNERABLE 

Comments by ADM Rogers (Director NSA/US Cyber Command) to

House (Select) Intelligence Committee on 20 November 2014

“There has been a lot of talk over the years about hypothetical dangers of a 

cyber Pearl Harbor, and it's certainly become a bit of a cliché in cybersecurity 

circles. I would argue, however, that the threat of a catastrophic and damaging 

cyberattack in the United States critical infrastructure like our power or financial 

networks is actually becoming less hypothetical every day.

…

Foreign cyberactors are probing Americans' critical infrastructure networks and 

in some cases have gained access to those control systems. Trojan horse 

malware that has been attributed to Russia has been detected on industrial 

control software for a wider range of American critical infrastructure systems 

throughout the country. This malware can be used to shut down vital 

infrastructure like oil and gas pipelines, power transmission grids and water 

distribution and filtration systems.

Not aware of a case yet where hackers gained access to one of these systems 

and used it to cause damage to American critical infrastructure, but I wouldn't 

take much comfort in that. I believe our advanced nation state adversaries 

have the ability to cause such damage. These nations lack a strong motive at 

this moment to conduct such an attack and are deterred only by the fear of 

U.S. retaliation. Our critical infrastructure networks are extremely vulnerable to 

such a damaging attack, and we can't count on a deterrence if we're already in 

an adversarial position with a nation like China or Russia. And we can't count 

on the fact that less rational actors might also gain access to those critical 

systems.”  (Rogers, 2014, p. 3)



WHICH IS BIGGER 

2015 - USMC is bigger by 2,100 than China’s Cyber Warriors.  

2018 - China’s Cyber Warriors force could be bigger.

“State-sponsored cyber espionage is 

ubiquitous, with more than 100 countries 

actively hacking the systems of other 

countries and businesses. China alone 

has developed an army of 180,000 cyber 

spies and warriors.” (Goodman, 2015, p. 

31)

End of FY 2015 - End Strength 

of 182,100 Active Personnel*

End Strength from US Hertiage.Org at 

http://index.heritage.org/military/2015/chapter/us-power/us-marine-corps/

U. S. MARINE CORPS

Reference:  Goodman, M. (2015). Future Crimes: Everything 

Is Connected, Everyone Is Vulnerable, and What We Can 

Do About It.  Doubleday ISBN: 978-0-53900-5.



YOUR THREAT 

(p. 11)



ATTACKS ARE INCREASING
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Security incidents reported to 

U.S. Computer Emergency 

Readiness Team (US-CERT) -

Increased 1,121 percent



LESS CAPABLE ATTACKERS -

CAN DO MORE

Bottom Line:

Less 

Knowledgeable 

Attackers can 

execute Increasing 

Sophisticated Attacks



ATTACKERS HAVE THE ADVANTAGE

Days to Detect from Mandiant

2015 Report available at 

https://www2.fireeye.com/rs/fireye/i

mages/rpt-m-trends-2015.pdfVerizon’s 2014 Data Breach Investigations Report 

Available at http://www.verizonenterprise.com/DBIR



EXPECT CYBER ATTACKS
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“The DoD should expect cyber attacks to be part of all conflicts in the future, and 

should not expect competitors to play by our version of the rules” (p. 5) 

“Defense-only is a failed strategy.” (p. 6) 



HOSTILE ENVIRONMENT
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“Future architectures will need to start with 

the premise that each part of a system must 

be designed to operate in a hostile 

environment.” (p. 3)

“Cybersecurity … requires a set of processes 

that must continuously couple information 

about an evolving threat to defensive 

reactions and responses.” (p. 6)

Operate in a Hostile Environment 



DEFINING RESILIENCE

What is Resilience?



RESILIENCY

15

• Reduced likelihood of being hit

• Cyber equivalent: Prevent adversary from initiating cyber attack
Prevent

• Reduced vulnerability if hit

• Cyber equivalent: Prevent cyber attack success
Mitigate

• Complete the mission despite the loss

• Cyber equivalent: Fight through cyber effects, limiting mission harmResiliency

Three Pillars for System Survivability KPP



RESILIENCY
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Cyber resiliency – the ability of 

systems to anticipate, continue to 

operate correctly in the face of, 

recover from, and evolve to better 

adapt to advanced cyber threats 

Security focuses on achieving the 

security objectives of 

confidentiality, integrity, & 

availability 



OPERATIONAL RESILIENCE
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DoDI 8500.01 “Operational Resilience”

“Whenever possible, technology components (e.g., 

hardware and software) have the ability to reconfigure, 

optimize, self-defend, and recover with little or no human 

intervention.” (p. 3)

“OPERATIONAL RESILIENCE. Operational resilience 

requires three conditions to be met: information resources 

are trustworthy; missions are ready for information 

resources degradation or loss; and network operations have 

the means to prevail in the face of adverse events.” (p. 31)

Trustworthy, Ready for Degradation, Prevail 



CYBERSPACE PERFORMANCE
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Return to Normal Operations!!

A system’s defensive cyberspace performance in 

the operational environment:

- Withstand representative cyber-attacks

- Detect and react to those attacks &  

- Return to normal operations in the event of a 

successful cyber-attack 

(DoD Instruction 5200.44)



NAVY’S CYBER RESILIENCE 
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- Control Points

- Cyber 

Situational 

Awareness

- Designing 

Resiliency

- Cyber Hygiene

- Cyber Ready 

Workforce

Available at http://www.afcea.org/events/navyday/15/documents/IDIndustryDayTFCAOverview_releasable.pdf 



NAVY’S CYBER RESILIENCE 

20Available at http://www.afcea.org/events/navyday/15/documents/IDIndustryDayTFCAOverview_releasable.pdf 



DOD CYBER GOALS
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“Establish a Resilient Cyber Defense Posture 

The first strategic imperative, establishing a resilient cyber defense posture, will be achieved through personal security 

practices, architecture and engineering, and delivery of new capabilities and solutions to address shortfalls in the 

current DoD Information and Communication Technology (ICT) infrastructure rapidly.”   (p. 2)



NIST CYBERSECURITY FRAMEWORK
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Respond – Develop and implement 

the appropriate activities to take action 

regarding a detected cybersecurity 

event.

Recover – Develop and implement the 

appropriate activities to maintain plans 

for resilience and to restore any 

capabilities or services that were 

impaired due to a cybersecurity event. 



PRINCIPLES FOR CYBER RESILIENCE
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Maturity Model for Cyber Resilience

Starting Assumptions:
- The interdependence of all organizations within the online 

environment provides a foundational assumption for all cyber 

risk management

- Improving cyber risk management practices within a single 

organization contributes to global cyber resilience

- A risk-based approach is an efficient and effective approach to 

deal with cyber threats

- Recognizing that 100% risk mitigation is not possible in any 

complex system, the overarching goal of a risk-based approach 

to cybersecurity is system resilience to survive and quickly 

recover from attacks and accidents (p. 9)



SECURITY & RESILIENCE

Security with 

Resilience



SECURITY CONTROLS
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SECURITY OR RESILIENCE 
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Do you understand your tradeoffs

Between security and resilience?

Cyber Resiliency and NIST Special Publication 800-53 Rev.4 Controls available at 

http://www.mitre.org/sites/default/files/publications/13-4047.pdf

http://www.mitre.org/sites/default/files/publications/13-4047.pdf


DIMENSIONING RETURNS
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“Current spending by firms in the 

U.S. may only prevent about 69 

percent of potential attacks, however; 

warding off 95 percent might cost 8 

times as much in defensive 

spending.”  (Padee Center, p. 6) 

“The current trajectories for benefit 

and risk are unsustainable. One 

recent report suggests the benefits 

may be overtaken by cybersecurity 

costs as early as 2030.”  (Executive 

Office of the President, p. 4)



CONTROL POINTS
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• Containment of 

Compromise

• Isolation 

between 

Enclaves

• Recovery 

Strategy

Available at http://www.afcea.org/events/navyday/15/documents/IDIndustryDayTFCAOverview_releasable.pdf 



RESILIENCE 

Resilience

Framework



MITRE’S RESILIENCE FRAMEWORK

Cyber Resiliency Engineering Framework available at http://www.mitre.org/sites/default/files/pdf/11_4436.pdf

http://www.mitre.org/sites/default/files/pdf/11_4436.pdf


RESILIENCE TECHNIQUES

Common Resiliency techniques are 

listed by phase (below) and 

representative approaches (right)

Cyber Resiliency Engineering Framework available at http://www.mitre.org/sites/default/files/pdf/11_4436.pdf

http://www.mitre.org/sites/default/files/pdf/11_4436.pdf


ASSURE – CPS EXAMPLE

(p. 12)

(p. 11)



DSB RECOMMENDATIONS



RESILIENCE TECHNOLOGIES

Trusted & 

Verifiable

Systems

Intel’s 

approach for 

resiliency

Technology 

for Trust

Trusted 

Execution

Technology

(TXT)



DARPA RESILIENCE TECHNOLOGIES

DARPA Seeks to Create Software Systems That Could Last 100 Years

Program aims to generate applications capable of adapting to change, without 

extensive reprogramming 

The Building Resource Adaptive 

Software Systems, or BRASS, program 

seeks to realize foundational advances 

in the design and implementation of 

long-lived software systems that can 

dynamically adapt to changes in the 

resources they depend upon and 

environments in which they operate.



RESILIENCE 

Acquisition Issues



RESILIENCE IN ACQUISITION

• Resilient architecture and standards

• Does the threat require a holistic 

approach?

• Differences in securing Control Systems 

vs IT systems?

• State of readiness for the technology?



RESILIENCE IN ACQUISITION

• Resilience - a Systems of System and 

Environment Perspective

• Is there a known trusted state?

• Out of Band Management to return the 

system/enclave to a known trusted state?

• Are there alternate operating modes or 

operating configurations? 



RESILIENCE IN ACQUISITION

• Resilience may require implementation of a 

technology

• Can a hardware solution be implemented to 

your systems or enclave?

• Could a reference monitor be 

implemented?

• Could the assurance level of our 

hardware/software be increased?



TAKEAWAY

• Understanding Threat & 

System Environment to 

develop your 

cybersecurity 

“Operational Resilience”

• Articulating “tradeoffs” to 

prioritize and grade 

deployment of 

cybersecurity capabilities

• Understanding how to “fit” into the operational 

environment for overall  contribution to Mission 

Assurance 



SUGGESTED READING

Cyber Resiliency and NIST Special Publication 800-53 Rev.4 Controls available at 

http://www.mitre.org/sites/default/files/publications/13-4047.pdf

Cyber Resiliency Engineering Framework available at http://www.mitre.org/sites/default/files/pdf/11_4436.pdf

http://www.mitre.org/sites/default/files/publications/13-4047.pdf
http://www.mitre.org/sites/default/files/pdf/11_4436.pdf


SUGGESTED READING

The Chinese People's Liberation Army Signals Intelligence and Cyber Reconnaissance Infrastructure available at 

https://project2049.net/documents/pla_third_department_sigint_cyber_stokes_lin_hsiao.pdf

APT1 Exposing One of China's Cyber Espionage Units available at http://intelreport.mandiant.com/Mandiant_APT1_Report.pdf

Terrorism and the Electric Power Delivery System available at 

http://www.wiresgroup.com/docs/reports/WPF_Terrorism%20and%20The%20Electric%20Power%20Delivery%20System.pdf

20YY Preparing for War in the Robotic Age available at http://www.cnas.org/sites/default/files/publications-

pdf/CNAS_20YY_WorkBrimley.pdf

Surviving on a Diet of Poisoned Fruit: Reducing the National Security Risks of America’s Cyber Dependencies available at 

http://www.cnas.org/sites/default/files/publications-pdf/CNAS_PoisonedFruit_Danzig_0.pdf

https://project2049.net/documents/pla_third_department_sigint_cyber_stokes_lin_hsiao.pdf
http://intelreport.mandiant.com/Mandiant_APT1_Report.pdf
http://www.wiresgroup.com/docs/reports/WPF_Terrorism and The Electric Power Delivery System.pdf
http://www.cnas.org/sites/default/files/publications-pdf/CNAS_20YY_WorkBrimley.pdf
http://www.cnas.org/sites/default/files/publications-pdf/CNAS_20YY_WorkBrimley.pdf
http://www.cnas.org/sites/default/files/publications-pdf/CNAS_PoisonedFruit_Danzig_0.pdf


SUGGESTED READING

Framework for Improving Critical Infrastructure Cybersecurity Version 1.0 National Institute of Standards and Technology 

available at http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf

Cybersecurity Threats: the Way Forward available at 

https://www.nsa.gov/public_info/_files/speeches_testimonies/ADM.ROGERS.Hill.20.Nov.pdf

Cybersecurity of the Nation’s Electric Grid Requires Continued Attention available at http://www.gao.gov/assets/680/673245.pdf

Cybersecurity Threats Impacting the Nation available at http://www.gao.gov/assets/600/590367.pdf

DHS Needs to Enhance Capabilities, Improve Planning, and Support Greater Adoption of Its National Cybersecurity Protection 

System available at http://www.gao.gov/assets/680/674829.pdf

Framework for Improving Critical Infrastructure Cybersecurity Version 1.0 National Institute of Standards and Technology 

available at http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf

Cybersecurity Threats: the Way Forward available at 

https://www.nsa.gov/public_info/_files/speeches_testimonies/ADM.ROGERS.Hill.20.Nov.pdf

Cybersecurity of the Nation’s Electric Grid Requires Continued Attention available at http://www.gao.gov/assets/680/673245.pdf

Cybersecurity Threats Impacting the Nation available at http://www.gao.gov/assets/600/590367.pdf

DHS Needs to Enhance Capabilities, Improve Planning, and Support Greater Adoption of Its National Cybersecurity Protection 

System available at http://www.gao.gov/assets/680/674829.pdf

http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf
https://www.nsa.gov/public_info/_files/speeches_testimonies/ADM.ROGERS.Hill.20.Nov.pdf
http://www.gao.gov/assets/680/673245.pdf
http://www.gao.gov/assets/600/590367.pdf
http://www.acq.osd.mil/dsb/reports/DSB2030.pdf
http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf
https://www.nsa.gov/public_info/_files/speeches_testimonies/ADM.ROGERS.Hill.20.Nov.pdf
http://www.gao.gov/assets/680/673245.pdf
http://www.gao.gov/assets/600/590367.pdf
http://www.acq.osd.mil/dsb/reports/DSB2030.pdf


SUGGESTED READING

The DoD Cyber Strategy available at http://www.defense.gov/home/features/2015/0415_cyber-

strategy/Final_2015_DoD_CYBER_STRATEGY_for_web.pdf

DoD Strategy for Defending Networks, Systems, and Data available at 

http://dodcio.defense.gov/Portals/0/Documents/DoD%20Strategy%20for%20Defending%20Network%20Systems%20and%20Data.pdf

Resilient Military Systems and the Advanced Cyber Threat available at http://www.acq.osd.mil/dsb/reports/ResilientMilitarySystems.CyberThreat.pdf

Technology and Innovation Enablers for Superiority in 2030 (Defense Science Board) available at http://www.acq.osd.mil/dsb/reports/DSB2030.pdf

Department of Defense Risk, Issue, and Opportunity Management Guide for Defense Acquisition Programs available at http://bbp.dau.mil/docs/RIO-

Guide-Jun2015.pdf

(Draft) Framework for Cyber Physical Systems Release 0.8 available at 

http://www.cpspwg.org/Portals/3/docs/CPS%20PWG%20Draft%20Framework%20for%20Cyber-

Physical%20Systems%20Release%200.8%20September%202015.pdf

http://www.defense.gov/home/features/2015/0415_cyber-strategy/Final_2015_DoD_CYBER_STRATEGY_for_web.pdf
http://dodcio.defense.gov/Portals/0/Documents/DoD Strategy for Defending Network Systems and Data.pdf
http://www.acq.osd.mil/dsb/reports/ResilientMilitarySystems.CyberThreat.pdf
http://www.acq.osd.mil/dsb/reports/DSB2030.pdf
http://bbp.dau.mil/docs/RIO-Guide-Jun2015.pdf
http://www.cpspwg.org/Portals/3/docs/CPS PWG Draft Framework for Cyber-Physical Systems Release 0.8 September 2015.pdf


SUGGESTED READING
Industrial Internet Reference Architecture (Industrial Internet Consortium) available at 

http://www.iiconsortium.org/IIRA.htm 

Federal Cybersecurity Research and Development Strategic Plan available at 

https://www.whitehouse.gov/sites/whitehouse.gov/files/documents/2016_Federal_Cybersecurity_Research_and_Development_Stratgeic_Plan.pdf`

Risk Nexus Overcome by cyber risks? Economic benefits and costs of alternate cyber futures available at 

http://publications.atlanticcouncil.org/cyberrisks//risk-nexus-september-2015-overcome-by-cyber-risks.pdf

Cyber Benefits and Risks: Quantitatively Understanding and Forecasting the Balance at 

http://pardee.du.edu/sites/default/files/Cyber%20Risk%20Pardee%20Extended%20Report..pdf

Report on Cybersecurity and Critical Infrastructure in the Americas available at

http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/reports/critical-infrastructures-west-hemisphere.pdf

Partnering for Cyber Resilience available at http://www3.weforum.org/docs/WEF_IT_PartneringCyberResilience_Guidelines_2012.pdf

http://www.acq.osd.mil/dsb/reports/DSB2030.pdf
https://www.whitehouse.gov/sites/whitehouse.gov/files/documents/2016_Federal_Cybersecurity_Research_and_Development_Stratgeic_Plan.pdf
http://publications.atlanticcouncil.org/cyberrisks//risk-nexus-september-2015-overcome-by-cyber-risks.pdf
http://pardee.du.edu/sites/default/files/Cyber Risk Pardee Extended Report..pdf
http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/reports/critical-infrastructures-west-hemisphere.pdf
http://www3.weforum.org/docs/WEF_IT_PartneringCyberResilience_Guidelines_2012.pdf


SUGGESTED READING

Task Force Cyber Awakening (TFCA) Overview available at 

http://www.afcea.org/events/navyday/15/documents/IDIndustryDayTFCAOverview_releasable.pdf

Intel® Trusted Execution Technology (Intel® TXT) available at 

http://www.intel.com/content/dam/www/public/us/en/documents/guides/intel-txt-software-development-guide.pdf

http://www.afcea.org/events/navyday/15/documents/IDIndustryDayTFCAOverview_releasable.pdf
http://www.intel.com/content/dam/www/public/us/en/documents/guides/intel-txt-software-development-guide.pdf


Questions


